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Types of Configurations

How to Use This Manual

Preface

System and Network Administration is a resource manual for managing Sun com-
puters running the SunOS Operating System, Release 4.1. It contains procedures
for maintaining all types of Sun equipment configurations, mostly, but not
entirely, from a software perspective. The text explains system administration
and networking concepts for administrators at all levels of expertise.

This manual is a companion to Installing SunOS 4.1. It assumes that you have
already installed Release 4.1 on new or already-in-use Sun computers, which you
now are going to maintain and manage.

The manual assumes you manage one of the following basic Sun configurations:

o A workstation without a disk, also called a diskless client, that will rely on a
network for essential services.

o A workstation with a disk, also called a dataless client, that will rely on a
network for essential services.

o A standalone workstation with a disk and tape drive that does not depend on
a network for essential services, however, you can attach it to a network.

o A time-sharing system, where one standalone computer, possibly with a
printer, provides support for directly attached terminals or terminals com-
municating over telephone lines. This system may or may not be attached to
a network.

o Anindividual file server machine sharing its services to clieﬁtS on a network.
o A network domain with different types of servers and chents v

These configurations are explained more fully in Chapter 1 “The System
Administrator’s Role,” and in Installing SunOS 4.1. They are nepeated hereto
assist you in determining which parts of the System and Network _Admznzstratzon

apply to you.

System and Network Administration contains four parts, which addrgSS'i»the needs
of system administrators with various levels of experience. Each part opener
explains which chapters you should read, depending on your prior experience and
type of configuration you manage. The four parts are summarized below:
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Preface — Continued

Note: Part One also contains a
glossary of terms, designed for
administrators at all levels of techni-
cal expertise.

Supporting Documentation

Part One, System Administration for Beginners explains basic concepts
relevant to administering all types of Sun equipment configurations, includ-
ing an introduction to the SunOS file systems and general networking con-
cepts.

You should read the part if you are learning system administration for the
first time. If you are an experienced system administrator but are new to Sun
equipment and have never used a UNIX{ based system, you may also want
to read Part One.

Part Two, System Administration Procedures, explains concepts and con-
tains instructions for maintaining all types of Sun configurations. Topics
include boot up and shutdown procedures, backing up and restoring file sys-
tems, crash recovery, reconfiguring the kernel, adding boards, terminals, and
printers, and disk administration.

The text assumes that either you are an experienced system administrator—
though not necessarily experienced with Sun equipment—or have read Part
One of this manual. Part Two contains information for managing all Sun
configurations.

Part Three, Network and Communications Administration, explains how to
set up and maintain a local area network running TCP/IP, the networking
protocol provided by SunOS. The text also explains how to administer the
network file system, yp name service, domain name service, remote file shar-
ing system, and electronic mail. It also explains how to set up and adminis-
ter the uvucp communications service.

This part assumes that you understand the concepts and have used the pro-
cedures explained in the first two parts of the manual. Read Part Three if
you are administering a network server. If you are administering a network
client, you need to read the sections that apply to clients. If you are adminis-
tering a standalone or time-sharing system, you don’t have to read the infor-
mation in this part, unless you want to attach the machine to a network or set
up uucp.

Part Four, Administrator’ s Reference, contains reference material, such as a
detailed explanation of kernel configuration, the £ sck program, the send-
mail mail router, and the termcap file.

Part Four is intended for experienced administrators who want to tailor their
systems to suit special needs, and for others who want to increase their
knowledge of the software used for administering systems.

If you need more information about topics in this manual, refer to the following:

Installing SunOS 4.1
SunOS Reference Manual

1 UNIX is a registered trademark of AT&T.
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[m]

[m]

Network Programming

Writing Device Drivers (for advanced administrators)

Documentation Conventions The following conventions are used in the procedures and examples throughout
this document:

@]

Prompts and error messages from the system are printed in listing
font like this.

Information that you type as a command or in response to prompts is shown
in boldface listing font like this. Type everything shown
in boldface exactly as it appears.

Where parts of a command are shown in italic text like this, they refer to a
variable that you have to substitute from a selection; it is up to you to make
the proper substitution.

Dialogues between you and the system are enclosed in gray boxes like the
following:

o Sections of program code are enclosed in clear boxes like the following:
r B
int test[100];
main ()
{
register int a, b, ¢, d, e, £;
test[a]l = b & test[c & 0x1l] & test[d & 0x1l];
o}
\ J
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Who Should Read This Part

Prerequisite Knowledge

Part One: System Administration
for Beginners

This part is designed to familiarize new system administrators with the tasks they
will need to perform to administer a Sun computer. It also introduces SunOS
system and networking concepts that are discussed in more detail in the
remainder of the manual. Subjects covered in Part One include:

o The system administrator’s tasks
o  SunOS file system concepts and organization
o Introduction to networking and Sun network services

Part One concludes with a glossary of terms.

You should read Part One if you are:

o A novice system administrator, in which case you should read the entire
part.

o An experienced system administrator who is now leamning the UNIX operat-
ing system, SunOS operating system, and Sun equipment, in which case you
should read Chapters 2 and 3.

All procedures in this manual assume that you have read Installing Sun0OS 4.1,
and have already installed this release using Sunlnstall program. The text also
assumes that you have a basic familiarity with the SunOS operating system or
UNIX system commands. If you are not familiar with these commands, the next
chapters suggest additional reading materials.

Part One does not assume that you know anything about local area networks, the
network file system, and electronic communications. If you see a network-
related term that you don’t understand, look the term up in the glossary in
Chapter 4.

t UNIX is a registered trademark of AT&T.
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1.1. System
Administration--The
Big Picture

Sun Architecture Types

Sun Equipment
Configurations

The System Administrator’s Role

This chapter briefly explains the types of tasks you will perform as a Sun system
administrator, and possibly, network administrator. It points out basic
knowledge you need for managing each type of configuration, then tells you
where to find this information in this manual and others in your System Adminis-
tration documentation set.

This section provides a generic overview of the equipment you will manage and
the tasks you need to perform.

All Sun™ computers are classified by their architecture types. Each computer
product will have two architecture types, an application architecture and a kemel
architecture. The chapter Introducing the SunOS Operating System explains the
term application architecture. The term kernel architecture refers to a machine’s
CPU chip and the kernel binary programs that it must run in order to function.
The next table lists Sun computer products that run Release 4.1, the type of CPU
chip resident on each product, and each product’s kemel architecture type.

Product Type cPU Type Architecture
Sun-3™ Motorola 68020 sun3
Sun-3x Motorola 68030 sun3x
Sun-4™ SPARC™ sun4
SPARCstation™  SPARC sun4c

You can use the arch -k command to determine your machine’s kemel archi-
tecture as shown next.

Q

% arch -k
sun3x

System and Network Administration covers the common administration tasks you
must perform to manage one or more of five categories of Sun equipment
configurations. In a SunOS™ environment, any computer system that provides a
network service, such as disk storage, file service, name service, or electronic
mail is considered a server. Machines that receive these network services are
called clients. These terms and other categories of servers are described in the
chapter Introducing Networks. The following are the five types of configurations

sun 3 Revision A of 27 March 1990
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you may administer.

a

File server

Any server that shares its disk storage and files—including those that certain
client machines must access in order to operate—is called a file server. File
servers are often described as either homogeneous or heterogeneous, depend-
ing on whether they serve one or more kernel architectures. A homogeneous
server supports client machines with the same kernel architecture as it has.

A heterogeneous server supports client machines that have both the same
and different kernel architectures than the server. Additionally, a hetero-
geneous server may support equipment from manufacturers other than

9 66

Sun—a feature of Sun’s “open systems” approach to networking.

Throughout System and Network Administration, the function of file servers
is described as “providing file service.” File service refers to the file server’s
activity when sharing its files with clients. All Sun file servers provide the
Network File System (NFS™) file service. Additionally, Sun computers can
provide the Remote File Sharing (RFS) service.

Diskless client

This is a computer that does not have its own disk. To operate fully, you
must attach it to a local area network with at least one NFS file server. The
diskless client relies on servers for its disk storage, and other services. Most
significantly, the client relies on the NFs file server for the programs that
enable it to boot.

Since diskless clients generally are used by one person, in most cases the
user also functions as its system administrator.

Dataless client

This computer system has its own disk, on which you configure its local
root and swap partitions. However, the machine receives the crucial
/usr file system from an NFS file server; it cannot boot completely without
the executable programs in /usr. Thus the client is considered “dataless.”

Like diskless clients, dataless clients are also primarily used by one person.
The user is therefore also the system administrator.

Standalone system

A standalone has its own local disk with /, /swap and /usr partitions. It
does not need an NFS file server to boot. You can operate the standalone as
an independently functioning workstation with one user, attach it to a net-
work, or use it as a time-sharing system with several users. If you attach the
standalone to a network, it can use services provided by servers on the net-
work, such as additional files, electronic mail, and the like.

Time-sharing system

This is a standalone system with terminals attached to its serial ports. It may
also support terminals that connect over phone lines via a modem. The ter-
minals rely on the standalone not only for disk storage, files, and printer

sun Revision A of 27 March 1990
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The System Administrator’s
Tasks

Road Map through System
Administration
Documentation

support, but also CPU time, since terminals do not have their own CPU. Large
time-sharing systems, such as SPARCservers™, may additionally have
directly connected workstations. The time-sharing system may or may not
be on a network.

o Network domain

A network domain is a large configuration consisting of some, perhaps even
all, of the machine types listed above. The person in charge of the network
domain is usually called the network administrator. Because network
administration is a complex task, most network administrators are experi-
enced system administrators with a certain amount of technical expertise.

If you need to learn more about the hardware of your particular configuration,
refer to the hardware installation guides that are shipped with the equipment.

Your goal as administrator is to keep your equipment configuration running
smoothly. To achieve this goal, you need to perform various tasks. Some of
these tasks you may want to perform daily, such as doing incremental backups of
the /home directory (if your configuration has a disk), or checking to see how
full your file systems are (all configurations should do this one). Other tasks you
may only perform once, such as adding your server or client machine to a net-
work. Still others, such as restoring files after a crash, are tasks you hope you
will never have to perform.

Following is a list of the most common system administration tasks, necessary on
most configurations.

o Adding users

o Installing software, such as applications and operating system upgrades from
Sun

o Installing hardware like additional boards, printers, terminals, and modems
o  Maintaining the security and integrity of the system and the network

o  Diagnosing and fixing software and hardware problems as they occur

o Checking file system use to make sure your file systems do not become full
o Maintaining printers, modems, and remote terminals

o  Backing up file systems (unless you manage a diskless client)

o Maintaining network services, mail, and other communications services like

uucp

This section contains tables that show you the crucial information that you
should learn and procedures that you need to perform for your particular
configuration. The tables also direct you to the chapters in the manual with this
information.

sun Revision A of 27 March 1990
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Table 1-1

Table 1-2

What You Should Learn to Manage a Diskless Client

Activity Where It’s Described
Understanding boot and shutdown Chapter 5
Understanding the SunOS file systems | Chapter 2
Modifying /etc/passwd Chapter 7
Modifying /etc/fstab Chapter 14
Mounting file systems Chapters 2,14,18
Where to make mount points Chapter 14
Handling overloaded file systems Chapter 6
Handling system crashes Chapter 8
Adding and maintaining printers Chapter 11
Setting up mail aliases Chapter 20
Adding additional boards Chapter 11

What You Should Learn to Manage a Dataless Client

You should know everything in Table /-1, plus the information in the following

table:
Activity Where It’s Described
Maintaining disk subsystems Chapter 10
Installing software Chapter 8
Doing remote backups/restores Chapter 6
Understanding NIS service Chapter 16
Modifying /etc/hosts.equiv | Chapter 13

sun
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Table 1-3  What You Should Learn to Manage a Standalone Workstation

If you are a managing a true standalone, referred to later as a non-networked

standalone, you should leam the following.
Activity Where It’s Described
Understanding boot & shutdown Chapter 5
Understanding the SunOS file systems | Chapter 2
Mounting local file systems Chapter 2
Installing software Chapter 8
Doing local backups/restores Chapter 6
Maintaining disk subsystems Chapter 10
Knowing files and commands in /etc | Chapter 2
Modifying permissions Chapter 7
Adding local users and groups Chapter 7
Handling overloaded file systems Chapter 6
Adding and maintaining printers Chapters 11 & 12
Adding additional boards Chapter 11
Adding modems and terminals Chapters 11 & 25
Fixing workstation problems Chapter 8
Reconfiguring the Kermnel Chapter 9

If you are managing a standalone on a network, you should learn everything in

the previous table, plus the following.
Activity Where It’s Described
Understanding networks Chapter 13
Mounting remote file systems Chapters 14 & 18
Modifying /etc/fstab Chapter 14
Where to make mount points Chapter 14
Using the Remote File Sharing Service | Chapter 18
Setting up mail aliases Chapter 20
Understanding NIS service Chapter 16
Modifying /etc/hosts.equiv Chapter 13

Table 1-4  What You Should Learn to Manage a File Server

To manage a file server, you should learn everything in the tables for a stan-

dalone, plus the activities below.

Activity Where 1t’s Described
Setting up NFS Chapter 14
Setting up the NFS automounter | Chapter 15
Setting up RFS Chapter 18

£»sun
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Table 1-5

1.2. Developing Your
Administration
Procedures

What You Should Learn to Manage a Network Domain

To manage a network domain, you should learn everything in the tables for a
standalone and file server, plus the activities below.

Activity Where It’s Described
Setting up NIS service Chapter 16
Setting up mail service Chapter 20
Joining a wide area network Chapter 13
Setting up subnets Chapter 13
Setting up uucp Chapter 21
Setting up Domain Name Service | Chapter 17

Although the tables list the basic knowledge necessary for maintaining your
configuration, you probably don’t want to limit yourself solely to this informa-
tion. For example, if you manage a diskless client or non-networked standalone,
most of the information in Part Three does not pertain to your configuration.
However, you may want to read excerpts from this part to learn more about net-
work administration. Once you have mastered the basics, you may then want to
go on to the reference material in Part Four.

As system administrator, you can make your work easier and get problems fixed
more quickly by following the suggestions below. Remember, you should
develop administrative procedures and standards to fit your particular
configuration. It helps prevent rash action in a puzzling or unexpected situation.

Below is a suggested introductory checklist for new configurations. You’ll want
to add your own procedures and ideas to it.

o Keep a notebook describing the layout of the system, including a history of
any changes you or a field support person have made. In particular, you
should save hard copy records of your disk label(s).

o Because you are not experienced with the Sun environment, use the defaults
provided by Sunlnstall, format, and other files and programs when in
doubt.

o Customize your system kernel after you finish running Sunlnstall.

o Customize the remainder of your environment (and, if applicable, your users
environments) only after you’ve gained experience and some expertise.

o Make backup tapes regularly, including right after you reconfigure your ker-
nel after installation. This may be the system administrator’s most crucial
task. Without backup tapes, lost files are gone forever.

o If you are going to make a major change to a file system, do full backups
first. Do this is in addition to the incremental backups that you should per-
form regularly.

o Plan any changes completely before implementing them. If you forget a step
or do something out of order, you might introduce big problems.

sun Revision A of 27 March 1990
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o If you run into trouble and are not sure what to do, call Sun Technical Sup-
port. Note that if the warranty period has expired on your system, you will
be charged for the call unless you have a support contract.

o If you do have to call Sun Technical Support, gather as much information
about your problem as is possible before calling. For example, write down
information such as error messages, type of configuration you have, and
commands that may have caused the problems. Have these on hand when
you call.
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2.1. Introducing the SunOS
and UNIX Operating
Systems

S

Introducing the SunOS Operating
System

This chapter presents basic information about the SunOS Operating System that
you must know to administer your individual machine or network. Topics
covered include:

o Essential operating system concepts

o The superuser user name and how to run with root priviledges
o The SunOS Reference Manual and how 10 use it

o  Contents of the SunOS file systems

o Important system and network administration databases

The SunOS Release 4.1 operating system is the large set of programs and files
that control operations for Sun computers. Release 4.1 is based on the UNIX Sys-
tem V operating system developed by AT&T and the 4.3 BSD UNIX operating sys-
tem developed by the University of California at Berkeley.

Before learning the concepts and procedures in this book, you need a basic
knowledge of the SunOS operating system. If you are unfamiliar with the UNIX
and SunOS operating systems, these books in your documentation set can help
you attain SunOS skills.

SunOS User’s Guide: Getting Started
SunOS User’s Guide: Doing More

Then refer to this manual for system administration-specific issues, and the
SunOS Reference Manual for information about individual programs. In addi-
tion, you can learn UNIX concepts in any degree of detail from commercially
available books on the subject.

As is the case with all UNIX-based operating systems, the SunOS operating sys-
tem consists of a kernel and many hundreds of other files containing data and
programs. The kernel controls all the basic functions of the computer, including
handling of such devices as disks and printers, as well as scheduling, file
management, and network services.
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How Does Your Machine Get
Its Kernel?

What Does the Kernel Do?

P

All Sun computers receive their kernels when they are powered up, or booted.
When a machine with a disk boots, it reads its kernel from the local disk. When
you install a new version of the operating system from tape, the kernel is copied
to that disk into the single file called vmunix. Diskless machines receive their
kernels from the NFS file server from which they were configured during SunIn-
stall™,

During booting, the kernel is loaded into memory, where it resides until you shut
down the machine. The SunOS operating system loads other files into memory
as needed. Though the kemel file is by default called vmunizx, it is possible to
have kemels with other names.

The kernel manages all physical resources of a Sun computer. Some kernel func-
tions are listed below.

o Implementing the file system, the tree-structured hierarchy of directories and
files on the local disk or accessed remotely from a server

o Permitting processes to create, read, write, and access these files

A process is an operating program. For example, you use the cp command
to copy a file. While cp is running, it is considered a process.

o Managing daemons

Daemons are processes that start during booting and should run constantly
until you halt the machine. Daemons perform major system functions, such
as mounting file systems and routing electronic mail. For example, the line
printer dacmon (1pd) handles print requests. If users intend to print, their
machines must run 1pd, whether they use remote printers on their network
or printers attached to their machines. If 1pd stops running, you have to
restart it before users can print.

o  Moving large groups of information called pages from the disk into main
memory, as needed. This concept is known as virtual memory.

o Keeping track of all active processes and deciding which gets to run next
o  Managing device drivers

These are programs that control physical devices, such as the workstation
screen, graphics display, mouse, keyboard, disk, tape, RS-232 serial ports,
and Ethemnet IC boards.

o Managing the networking software that implements network services

o Managing interprocess communication facilities such as sockets, which are
involved in network activities

o  Providing facilities for creating, examining, and modifying processes

o Providing system management functions, such as booting, halting, and error
handling.

o  Providing miscellaneous functions that make system resources (memory,
timers, and the like) available to processes.
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What’s in the Rest of the
Operating System

2.2. Becoming Superuser

Assigning a Password to the
Root User Name

Hundreds of other files, programs, and shell scripts comprise the operating sys-
tem. Most are commands, also called utilities, which you invoke directly at your
shell’s command line. For example, cd and 1s are two of the most essential
commands.

Other files contain libraries. These are collections of software routines, which
programmers select and incorporate into their programs. Libraries form an
extension of the basic system features implemented by the kermel. Network ser-
vices such as NIS use libraries extensively.

Many operating system files contain data used by software applications and user
programs. Moreover, files in the directory /et c contain information that a
machine needs to know in order to perform basic functions. These files are forms
of system administration databases, which maintain information that SunOS pro-
grams read while performing their associated tasks. The last section in this
chapter introduces these databases.

The SunOS operating system provides the special user name root for use in
system administration. When you log in with this name, you become the most
privileged user on the system, the superuser. As superuser, you have permission
to run critical system administration programs and edit sensitive files denied to
regular users. Some tasks that require superuser privileges include these.

o Editing sensitive files like the kemel configuration file or the password file.

o Changing permissions for files and directories other than those you person-
ally own.

o Running programs that enable you to add new users, groups, and equipment.
You can become superuser in either of two ways.
o Bylogging in as root in response to the 1ogin prompt.

o By typing su from a shell where you are logged in under your regular user
name.

You will see the expressions “superuser’” and “root” (implying the root user
name) used interchangeably throughout SunOS documentation. For example,
some instructions in this manual will tell you to become superuser, while others
will tell you to log in as “root” and do something. This simply means enter
either su at command level (% or $ shells) or root at the login screen to
become superuser.

Because the superuser is essentially the overlord of the machine, it is imperative
for the root user name to have a password. If your machine was already in use
when you became administrator, ask the previous administrator for its root pass-
word. Then you can change the password to one you can remember. However,
if your machine is brand new, it will not have a password assigned to root.

The following instructions show how to log in as root from a screen displaying
the login prompt, then add or change the root password. Note that you will find
yourself in this situation right after booting up a brand new Sun computer.
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Logging in as Superuser from
a Shell

2.3. Using the SunOS
Reference Manual

1. Enter the following to log in as superuser.

2. Ifyou are logging in to a brand new system, you will automatically be
logged in as root. If your system is already in use, type the password its pre-
vious administrator gave to you. The system then displays a pound sign (#)
prompt, signifying that you are now logged in as root.

3. Change the password as shown below.

password

where your password is the password you want for the root user name. The
password should be at least five characters long; do not use your name or
another obvious word as the root password. The system asks you to type the
new password twice. If you do not type the same letters in response to the
retype prompt, the system will not let you change the password. Therefore,
if you make a typing error, you won’t wind up with a password you do not
know.

For safety’s sake, do not 1og in as root to perform any operations other than sys-
tem administrative ones. Therefore, develop the habit of logging in with your
personal user name, becoming superuser for system administration tasks, then
returning to your regular shell. To do this, you use the su command from the
shell as follows.

You can type the exit command or press to return to your regular
shell.

The SunOS Reference Manual provided in your document set is a comprehensive
reference tool, describing all commands, system programs, and system files
included in the SunOS operating system. Itis divided into eight sections with
alphabetically listed entries, much like an encyclopedia. Each command, pro-
gram, or file has an individual entry, referred to as a manual page, or, colloqui-
ally, as a man page.

The sections contain the following information.

o Section 1 describes the user commands, sometimes referred to as utilities or
applications.
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Note: If you decide to use online
man pages, you also must select
the text processing option during
Suninstall

Displaying an Online Man
Page

o  Section 2 describes system calls.
o Section 3 describes library routines.
o Section 4 describes the special files used for devices.

o  Section 5 explains major system files, many of which are used for system
administration.

o  Section 6 describes games and demonstration programs available from Sun.

o  Section 7 describes what are known as “public files.” These files include
various tables and macro packages used with the nroff and trof £ text
formatting programs.

o  Section 8 describes the system administration and maintenance commands
and daemons.

Throughout this manual, you will see many references to the entries in the SunOS
Reference Manual. Each reference contains the name of the command, plus the
section where you can find its descriptive man page. For example, in this System
and Network Administration manual, a reference to the man page for the
/etc/passwd file would look like the following.

passwd(S)

This means that the entry is in Section S of the SunOS Reference Manual, and its
title is passwd(5). By contrast, a reference to the passwd command would
look like pa sswd(1), since this entry is in Section 1 of the SunOS Reference
Manual.

During SunlInstall, Release 4.1 allows you to select the online version of the man
pages as an option. Should you choose this option, you can display a formatted
version of a particular man page on your screen. The man pages are located in
the directory /usr/share/man. Subdirectories either begin with the word
manx or catx where x is a number from 1 to 8, indicating a section in the SunOS
Reference Manual. The manl-8 directories contain all man pagesin troff
source format. The cat /-8 directories contain all man pages as formatted out-
put.

To display a formatted man page on your screen, use the man command as fol-
lows.

{

where entry_name is the name of the entry you want to display.

Some man pages have the same name but are in separate sections. The classic
example is passwd, discussed previously. If you know which section the man
page you want is in, you can specify its section in the man command.

As a result, you receive online man page passwd(5), describing the passwd
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2.4. The SunOS File
Systems

How Your Machine Gets its
File Systems

database (/etc/passwd file). If you do not specify a section

you receive the man page entry passwd(1), describing the passwd command.

If you use the /usr/etc/catman command to create the whatis database,
you can find out what other man pages might give more information about a par-
ticular command. To build this database, enter the following.

(Refer to the catman(8) and whatis(1) man pages for complete details.)
Thereafter, you can obtain information for particular commands by using man
with the -k option.

As an example, you could enter this.

Your screen would display the following:

You receive information not only about the 1pr command, but also the associ-
ated 1prm command.

As you discovered when reading Installing SunOS 4.1 and the user guides, the
SunOS operating system is organized as a series of hierarchical file systems.
This next section describes the file systems that are included in Release 4.1, and
their important programs and files.

Machines obtain their file systems by mounting them. In a traditional UNIX
environment, mounting is the process of accessing a file system, or a directory
hierarchy of a file system, from a disk or tape. In a networked SunOS environ-
ment, computers also access file systems over the network from file servers.
SunOS Release 4.1 offers additional types of mounts, which enable you to create
new types of file systems. You’ll find a brief description of the new file system
types at the end of this section.

When your machine boots up, it automatically runs the SunOS mount program
and mounts the files it needs for operation, either from the network or its local
disk. You also can run the mount program by hand to access additional files,
such as application software and user programs.

When a machine mounts a directory hierarchy, it attaches the directory to a
mount point. Mount points are locations within your machine’s local file sys-
tems, through which your machine accesses the directories it mounts. Usually, a
mount point is an empty directory.
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Figure 2-1 illustrates the mounting process.

Figure 2-1  Mounting the /usxr/local Directory

machine’s
e <“—— Mount point

file
systems

From

disk or
remote
file

server

This figure shows how a directory hierarchy is mounted on the mount point
/usr/local. When you install Release 4.1 on a server, /usr/local is an
empty directory. Figure 2-7 2-1 shows how the directory hierarchy
/usr/local, obtained from a local device or over the network, is mounted on
your formerly empty /usr/local mount point. Thereafter, users on your
machine can goto /usr/local and run the many programs now installed in
that location.

The traditional UNIX mount—mounting files from a locally attached disk or tape
device— is often called a 4.2 mount in this manual. The chapter File Mainte-
nance describes these local mounts in detail. A machine with a disk mounts files
on the disk using 4.2 mounts and uses other types of mounts to obtain files over
the network. If you have a non-networked standalone or time-sharing system,
your machine can only perform 4.2 mounts.

Networked machines can mount files from a remote file server. SunOS networks
provide software for doing two types of remote mounts: NFS and RFS. The type

of mount your machine must do to access remote files depends on the software
the file server uses to share them.
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File Systems on a Client

File Systems on a File Server

Swap Space

4

All Sun computers use NFS file sharing software by default. When an NFS file
server announces that its files are available to others, it is said to export them.
Your machine must do an NFS mount to access these files. The chapters The Sun
Network File System Service and Using the NFS Automounter fully describe how
to use NFS.

In addition, some Sun file servers may share their files using RFS software. When
an RFS file server announces that its files are available to others, it is said to
advertise them. If you mount a file system from an RFS file server, your machine
must perform an RFS mount. The chapter The Remote File Sharing Service
discusses RFS in detail.

A client machine must have the SunOS file systems / (root) and /usr in order
to operate.

o  Standalones have / in Partition a and /usr in Partition g, unless you
specify otherwise. SunInstall also configures Partition h as /home unless
you specify otherwise, or the disk’s capacity is less than 110 MB.

o Dataless clients have / installed on their local disks but must mount /usr
from an NFS file server.

o  Diskless clients receive /, /usr, and /home when they boot from their NFS
file servers.

You can run SunlInstall and configure a client with a disk to receive / and/or
/usr from an NFsS file server. Additionally, you can configure a client to receive
its /home directory from an NFS or RFS file server.

The primary function of a file server is to share its files with other machines.
Nevertheless, file servers require their own local / and /usr file systems.
SunlInstall respectively loads them into Partitions a and g of the first disk on the
server, device_abbreviation0. (These abbreviations are: xd0 for the first Xylo-
gics 7053 disk, xy0 for a Xylogics 450 or 451, or sd0 for a SCSI disk.)

Additionally, an NFs file server by default provides four other file systems that its
clients can access over the network.

/home

/export/root
/export/swap
/export/exec

These file systems are installed initially on the NFS server during SunInstall. The
clients then access these files while booting.

All machines must have a reserved part of the disk for the kernel to use during
processing. This area is called swap space. SunlInstall reserves Partition b as
swap space on all machines with disks, including servers. You can change this
during Sunlnstall or enlarge (but not decrease) swap space, as described later in
the chapter Reconfiguring the System Kernel. Diskless clients access a swap file
system from their NFS servers called /export/swap/client_name.
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Importance of Symbolic Links

passwd

Figure 2-2

/etc

group

4

The SunOS file system, as with all UNIX- based file systems, is organized as a
tree-structured hierarchy of directories, device nodes, symbolic links, and ordi-
nary files. Since Release 4.0, SunOS file systems are organized somewhat dif-
ferently than the traditional 4.2 BSD file organization. These files and devices
could reside anywhere in the hierarchy. However, previously-existing commands
expect certain files and devices to reside in specific directories, and will not func-
tion properly unless they do. Because programs expect to find files in their tradi-
tional directories, in SunOS Release 4.1 these directories contain symbolic links,
rather than the actual files.

A symbolic link is a file entry that points to another file in a different location.
For example, commands such as chown and £sck have been moved from their
standard locations in /etc to the directory /usr/etc. InRelease 4.1, if you
ask for a long listing of the /et c directory, you find the following entry for the
fsck (file system check) command:

5 gun 4 10:27 £acx > Juse/ete/sck |

The [ preceding the list of permissions (rwxrwxrwx) indicates that this is a
symbolic link, not an actual file. The phrase fsck -> /usr/etc/fsck
indicates that the £ sck command file is actually in the directory /usr/etc.

The next illustration shows how symbolic links work. Note how the file
/etc/£fsck is really a symbolic link to the actual £sck program, which
resides in /usr/etc/fsck.

A Symbolic Link

Isck fsck shutdown dump

Symbolic links make it unnecessary for you (or a program) to learn the locations
of moved files. You can type the old pathname or the new pathname for a
symbolically-linked command. It will execute when specified either way.

Suppose you type /etc/£fsck, as you would in prior Sun releases or other ver-
sions of UNIX and the BSD UNIX operating system. This causes the kernel to
look in /etc for £sck and find the symbolic link, rather than the actual file.
The kemel reads the link, goes to the file indicated by the link
(/usr/etc/fsck), and executes the command.
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The root File System

The root file system (/) is the first required SunOS file system, located at the top
of the hierarchal file system tree. It contains the files and directories crucial for
system operation, such as the kernel binary image, a device directory, and pro-
grams used for booting. The root directory also contains mount points where file
systems mounted by SunInstall (and you) can connect to the root file system

hierarchy.

The root file system contains the following files and directories.

bin@
boot
dev/
etc/
export/

home/ net/ usr/
kadb* sbin/ var/
lib@ sys@ vmunix*
lost+found/ tmp/

mnt / tftpboot/

The symbols following file names indicate that: /, the file is a directory; @, a
symbolic link; *, an executable file. The filesin / are described as follows.

/bin

/boot

/dev

/etc

/export

/home

4rsun

microsystems

In traditional UNIX file systems, this directory contains user
commands. However, in all releases from 4.0 onward, the /bin
directory is actually a symbolic link to /usxr/bin, which is
described in the section, The usr File System.

On machines with a disk, this file contains a program for booting
the system.

This is the “device” directory, which contains all of the device
special files, also known as device nodes. Among the devices
listed are tape drives (for example, mt 0), printers (such as pp0),
disk partitions (for example, sd0a), and terminals (such as
ttya). Note that the contents of /dev differ for each
configuration, depending on its equipment. /dev also contains
a shell script called MAKEDEV. MAKEDEV creates device nodes for
all devices supported by the SunOS operating system that you
add to your configuration, as explained in the chapter Adding
Hardware to Your System.

This “et cetera” directory contains data files and subdirectories
used in system administration. Because of its importance, /etc
and its companion directory /usr/etc are described fully in a
later section, The /etc and /usx/etc Directories.

This directory contains the file hierarchies that clients access
with read/write permission from a server. (In other words,
clients have permission to edit files in the directories under
/export.) The /export directory hierarchies have major
significance to system administration and are discussed in more
detail shortly.

This is the mount point for users’ home directory hierarchies.
You should create personal directories for users under the
/home/server_name directory. On machines with small disks,
the home directories for users reside in /usr/home.
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The /var Directory
Hierarchy

/kadb This is the kernel debugger program.

/1ib This is a symbolic link to the directory /usr/11ib, described in
the section, The usr File System.

/lost+found
Normally this directory is empty. However, if a file system
becomes damaged, the f sck program puts in lost+found
links to any files that it cannot link elsewhere in the file system
in an acceptable fashion.

/mnt This is an extra mount point that you can use to temporarily or
permanently mount a file system.

/sbin This directory contains the executable files necessary for bring-
ing up the /usr file system at boot time: hostname, i fcon-
fig, init, mount, and sh, before the /usr file system is

mounted.
/sys This is a symbolic link to the directory /usr/kvm/sys.
/tmp This is a directory for holding temporary working files. Various

SunOS utilities, such as cc, the C compiler, and ar, create tem-
porary data files in /tmp. Users may also use /tmp as a tem-
porary workspace. Every time the system is rebooted, the script
/etc/rc removes all files in /tmp except for subdirectories.

/tftpboot This directory, only present on NFS client servers, contains files
used to boot diskless clients over the network.

/usr This is the mount point for the usx file system. /usr is fully
described in its own section.

/var This important directory is a feature of the SunOS system. The
next subsection describes the contents of /var.

/vmunix This is the SunOS kernel.

This directory contains subdirectories with data files that tend to grow. If you
expect these files to grow quite large, it is a good idea to run SunlInstall and
assign /var to its own partition on the disk. The Release 4.1 /var directory
hierarchy contains the following directories and files.

adm/ log/ preserve/ tmp/
crash/ net/ spool/ - yp/

The major directories in /var are described as follows:

/var/adm  This directory holds system accounting files, including those that
store console messages.

/var/spool This directory contains files being processed for printing and
electronic mail, among many others. Spool directories hold files
pending further processing, typically by a program other than the
one that placed the file into the spool directory. For example,
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The usr File System

2

/var/crash

/var/spool/1pd holds files sent by the 1pr command that
are waiting to be output to the printer. /var/spool/mail
contains users’ system mailboxes, which contain incoming mail
waiting to be read. /var/spool/mail can be NFS mounted
from a mailbox server. /var/spool/uucp contains data files
used by the uucp communications software and work files in
transit to or from other machines.

This directory holds an image of the contents of memory when
there is a crash.

/var/preserve

/var/yp

/var/tmp

This is a directory that holds files saved by the vi and ex edi-
tors if the system should crash.

This directory contains programs and files that you run to imple-
ment yp on your system.

This directory is similar to tmp in the root directory. However,
/var/tmp is available for users as temporary work space. This
directory replaces /usr/tmp.

Note that in Release 4.1, the vi and ex editors keep their tem-
porary buffers in /var/tmp rather than /tmp. Unlike /tmp,
files are not cleared out of /vax /tmp when you reboot.

/usr is the second required file system in Release 4.1. It differs from a tradi-
tional UNIX /usr file system in the following ways.

o Executables traditionally in /etc are now in /usr/etc.

o  Executables traditionally in /bin are nowin /usr/bin.

o Executables traditionally in /1ib are now in /usr/1ib.

o  Architecturc-dependent executables are now in the /usr /kvm directory.

Many files in the /usr file system are executable commands, system programs,
and library routines. These files are completely described in the SunOS Refer-

ence Manual.

These are the directories in the /usr file system.

S5bin/
S5include/
51ib/
adm@
bin/
boot @

dict/ 1lib/ nserve@ stand@

etc/ local/ old/ sys@

games/ lost+found/ pub/ tmpQ@

hosts/ man@ share/ ucb/

include/ mdec@ spoolg xpg2bin/

kvm/ net@ src@ xpg2include/
xpg2lib/

The major directories are described below.

/usr/bin

sun

microsystems

This major directory contains the basic SunOS commands you
use every day. InRelease 4.1, /usx/bin contains the
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Note: The /usr file system will
contain 5bin, 5include, and
51ib only if you load them as an
optional software category while
running Suninstall

L4

commands traditionally found in /bin, such as 1s, cat, and
mkdir. (/bin in the root file system is now a symbolic link to
/usr/bin.) It also contains basic system administration com-
mands, such as df and chmod.

System V Directories

/usr/dict

/usr/etc

/usr/games

/usr/hosts

The directories /usr/5bin, /usr/51ib, and
/usr/5include contain UNIX System V software that cannot
be converged with the rest of the release.

/usr/5bin contains UNIX System V programs that are incom-
patible with those in Berkeley UNIX. For example, the com-
mands /usr/bin/pr and /usr/5bin/pr have different
options. If you want to use System V programs by preference,
simply include /usr/Sbin early in your path. Libraries and
include files for compiling System V software reside in
/usr/51ib and /usr/5include, respectively.

System V programs that are upward compatible with those in
Berkeley 4.2 UNIX are already in the regular system directories.
For example, the new, improved Boume shell for System V is
/usr/bin/shand /usr/bin/make has all the System V
enhancements.

Programs that existed only on System V have been added to reg-
ular system directories as well. For example, the text manipula-
tion programs cut and paste both reside in /usr/bin.

The directories that constitute the System V compatibility pack-
age are optional. For optional System V compatibility com-
mands, refer to System V Enhancements Overview. Installing
Sun0OS 4.1.

This directory contains English language spelling lists used by
the spell spelling checker.

This directory contains commands used for system administra-
tion and maintenance. It is described more fully in the section,
The /etc and /usr/etc Directories.

This directory contains games. See Section 6 of the SunOS
Reference Manual and Installing SunOS 4.1 for instructions on
installing games from the distribution tapes.

This directory contains a script called MakeHOSTS, which creates
a symbolic link to the rsh command for each host in the
/etc/hosts file. (/etc/hosts is introduced later in this
chapter.)

/usr/include

sun

microsystems

This directory contains all the standard “include” files (or
“header” files) used in C programs. Individual .h files are
explained in Sections 2, 3, and 5 of the SunOS Reference
Manual.

Revision A of 27 March 1990



24

System Administration for Beginners

4

/usr/kvm

/usr/1lib

/usr/local

This directory contains the SunOS kernel binaries. The next
subsection, “/usr/kvm and Kernel Architectures,” explains
this directory fully.

This directory contains the files originally in /1ib, now a sym-
bolic link. /usr/1ib is a catch-all for SunOS utility files.
These include libraries supporting system functions, programs
used by various system utilities (for example, 1int, lex,
spell), macros for the t rof £ text processor, line printer
filters, and more.

The important files in /usr/1ib, from a system
administrator’s perspective, are the sendmail files, which are
used in the electronic mail system described in the chapters
Administering Electronic Mail and Customizing sendmail
Configuration Files .

This directory is empty when you first install Release 4.1. You
can use it for commands, programs, or other files, such as those
you might develop at your site or obtain from third parties (like
the Sun User Group) and add after installation. To access these
files, the users on your system should add /usr/local (and/or
/usr/local/bin) to their PATH environment variables.

/usr/lost+found

/usr/pub

/usr/sccs

/usr/share

/usr/src

/usr/stand

/usr/sys

sun

microsystems

Every file system has a 1ost+found directory, which serves
the same purpose as 1ost+£found in the root file system.

The pub directory contains files used in printing.

This directory contains commands used by sccs, the Source
Code Control System. See sccs(1) and the SCCS tutorial in
Programming Utilities and Libraries for more information.

This directory contains files that can be shared across all archi-
tectures. If you loaded them, the online man pages will reside in
the directory /usr/share/man. In Release 4.0, the subdirec-
tory /usr/share/ sys held kemel object modules. Now
/usr/share/sys is a symbolic link to /usr/kvm/sys.
The subdirectory /usr/share/1ib holds the termcap file
and other files pertaining to terminals; it also holds macro pack-
ages used by the troff command.
/usr/share/src/sun/suntool has files used by sun-
tools.

This directory is not present on all configurations. If your
machine is licensed to contain source code, it will reside in
/usr/src.

This directory is a symbolic link to /usx/kvm/stand.
This directory is a symbolic link to /usr/kvm/sys.

Revision A of 27 March 1990



Chapter 2 — Introducing the SunOS Operating System 25

The /usr/kvm Directory and
Kernel Architectures

/usr/ucb  This directory contains commands that are part of Berkeley
UNIX. (ucb is an abbrieviation for University of California at
Berkeley.) These include basic user commands, such as 1pr,
more, and the vi text editor; additionally /usr/ucb also con-
tains system administration commands like finger, netstat,
and t £tp, which are described in Part Three of this manual.

The /usr file system for Release 4.1 has a new directory hierarchy, /usr/kvm.
The kvm hierarchy reflects the addition of new kemel architectures to support
new Sun machines. It is important for you to understand kernel architecture con-
cepts, because they are involved in these functions.

o Reconfiguring kernels for your machine(s), as explained in the chapter
Reconfiguring the System Kernel

o Adding machines of different architectures to your NFS file server’s network,
as explained in the chapter Administering Workstations.

Each Sun machine has an application architecture and a kernel architecture. The
chapter The System Administrator’s Role introduced the concept of kernel archi-
tectures.

A Sun computer’s application architecture defines the major product family it
belongs to and the type of application software it can run. Most importantly,
application architecture determines the type of executable programs (programs in
/usr) that the computer can run. Release 4.1 runs on any machine with the
application architecture sun3 or sun4. A machine can run all user programs
and software application packages designed for its application architecture, pro-
vided that these programs do not depend on kernel structures.

All machines in the Sun-3 product line have the sun3 application architecture.
Thus they can share the files in the /usr file system exported by any model
Sun-3 server, with the possible exception of the /usr/kvm hierarchy, as
explained shortly. All machines in the Sun-4 product line have the same applica-
tion architecture, sun4. Therefore, they can share the /usr file system
exported by any model Sun-4 server or SPARCserver, again with the possible
exception of the /usr/kvm hierarchy. However, a machine with a sun3 archi-
tecture cannot run the executables mounted from /usxr on a Sun-4 machine or
from a Sun-4 release tape, and vice versa.

The /usr/kvm directory hierarchy contains the binary files that make up the
machine’s actual kernel and are therefore considered kernel dependent. The
/usr/kvm directories differ for each of the four kernel architectures supported
by Sun.

sun3
sun3x
suné
sunédc

The combination of application architecture and kernel architecture are referred
to as an architecture pair.
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2

For example, a Sun-3/60 and Sun-3/80 have the same application architecture,
sun3, but their kemel architectures differ. The Sun-3/60 has the kemel architec-
ture sun3 (Motorola 68020 chip) and the Sun-3/80 has the sun3x kemnel archi-
tecture (Motorola 68030 chip). These machines can share the files in /usr, with
the exception of the kernel specific executables in /usr/kvm.

Here is a typical /usr/kvm directory.

boot/ m68k@ ps* sun386@ u3b2e@
crash* machine@ pstat* sun3x@ u3b5e
eeprom* mc68010@ sparc@ sun4@ vax@
i386@ mc68020@ stand/ sys/ vmstat*
iAPX286@ mdec/ sun@ u370@

libkvm. a modload* sun2@ u3b@
libkvm.so.0.2* pdpll@ sun3@ u3blse

Many of the files above are symbolic links that give machine identity to the com-
mands by the same name in /usr/bin. These files are:

1386 sparc u3b
iAPX286 sun2 u3bl5s
m68k sun3 u3b2
mc68010 sun3x u3b5
mc68020 sun4

pdpll u370

The commands ps, pstat, and vimstat display system statistics. You will
learn about them later in this manual.

Note that machine is a symbolic link to /usr/include/machine. Also,
libkvm.a is a system library, and 1ibkvm. so.0. 3 is a shared library. The
ldconfig command and 1d. so link editor are used to link shared libraries.
Shared libraries are fully discussed in the Programming Utilities and Libraries.

The directories mdec and stand contain executables that the machine uses
when booting. In particular, stand contains programs that must be run as stan-
dalone programs from the PROM monitor, rather than run as SunOS processes.
The directory sys is the “system” directory, containing all the files necessary to
build or reconfigure the kernel.

The boot directory contains a copy of the actual kernel, vmunix or
vmunix_small.

The /usr file system and its /usr/kvm directory hierarchy present the “local”
view of the file system. Machines configured as NFS file servers and standalones
mount /usr from their local disk. However, machines that do not have /usr
on a local disk must obtain the file system by mounting it from an NFsS file server.
Users on this type of client (diskless and dataless machines) access the execut-
ables through their local /usr mount point by typing:

However, the executables they run either reside in a directory hierarchy under the
server’s /export/exec file system, or are accessed by a symbolic link in
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The export File System

The /export/exec
Directory Hierarchy

/export/exec.

This file system contains directory hierarchies that a machine with a disk can
“export” with read/write permission to others on a network. On an NFs file
server, there are four the default /export directories.

/export/root
/export/swap
/export/share
/export/exec

On a standalone, these are the default /export directories.

/export/share
/export/exec
/export/lost+found

The directory hierarchies of /export are defined below.

/export/exec is a very significant directory hierarchy for both NFS file
servers and clients. When you configure an NFS file server and its clients, SunIn-
stall automatically creates this directory hierarchy. It contains directories, or
symbolic links to directories specific to a client’s application architecture (/usr)
and kemel architecture (/usr/kvm). Whether /export /exec contains sym-
bolic links or actual directories depends on whether the NFS file server supports
one or more architectures, or one or more release levels.

/export /exec on a Homogeneous Server

AnNFs file server whose clients have the same application and kemel architec-
ture as the server is called a homogeneous server.

If yourun 1s -1 on /export/exec onahomogeneous server, you receive
the following display.

Though the server mounts its /usr executables directly from Partition g of the
local disk, its clients receive their executables by mounting them through sym-
bolic link /export/exec/application_arch. This file is simply a symbolic
link to /usr.

In the listing above, /export/exec/sun4 provides a symbolic link which
the server’s clients, also Sun-4s, use to mount their executable files.

The /export/exec/kvm directory on a homogeneous server has the follow-
ing contents, as shown when you run 1s -1.
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Figure 2-3 shows the relationships between files in /usr, /export/exec, and
/export/exec/kvn,

Figure 2-3  Directories with Executables on a Homogeneous Server

/export/exec \ /—\@

sund.sunos 4.1 :

(executables)

kvm

sund

sund.sunos4.1

Here the ellipses represent actual directories, and the squares with italicized file
names represent symbolic links. The curved lines show how the symbolic links
point to directories with real files.

The homogeneous server’s kvm kernel binaries actually reside in /usr/kvm.
However, the server’s diskless clients must access their kernel files by mounting
/export/exec/kvm/kernel_arch. In the previous listing, this file is
/export/exec/kvm/sund. Note that /export/exec/kvm/sund is
really a symbolic link to the release specific kemel architecture file,
/export/exec/kvm/sun4.sunos. 4.1. Because the server supports only
SunOS 4.1, /export/exec/kvm/sun4.sunos.4.1 is a symbolic link to
the actual kernel files in /usr/kvm.

/export/exec on a Heterogeneous Server

AnNFs file server that supports clients of more than one architecture type, or sup-
ports more than one SunOS release, is called a heterogeneous server. The archi-
tecture pair of the server is referred to as its native architecture. For example, the
native architecture of a Sun-4/280 NFS file server consists of sun4 application
architecture and sun4 kernel architecture.

To support client machines of a different kemel architecture, for example, a
SPARCsystem-1 (sun4c), you must load an additional /usr /kvm directory
hierarchy for the sun4 c architecture on the server. If you want the Sun-4 server
to support Sun-3 clients, you must load both the /usr and /usr/kvm direc-
tories for the sun3 application and kernel architectures. You load this additional
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software by running the add_services program, as explained in Administer-
ing Workstations. Once loaded, these additional architectures reside as direc-
tories in /export/exec and its sub-tree /export/exec/kvm.

Here is a directory listing of /expoxrt/exec for a heterogeneous Sun-4 server.

=/

Figure 2-4 shows the relationships between directories with real files and sym-
bolic links on a Sun-4 heterogeneous server.
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Figure 2-4  Directories with Executables on a Heterogeneous Server

sun3

sun3

/export/exec

sund

sund.sunos.4.1

(executables)

sund.sunos4.1

In this figure, rectangles represent symbolic links and ellipses represent direc-
tories with real files.

Under this server’s /export /exec directory, sun4 and sun4.sunos.4.1
represent the server’s native application architecture. Thus they are both sym-
bolic links to /usr. The server’s Sun-3 clients use the symbolic link sun3 to
mount their /usr executables. But the actual executables are in the
sun3.sunos.4.1 directory, to which sun3 is merely a symbolic link.

On a heterogeneous server, a listing of the /export/exec/kvm directory will
resemble the following.
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Other Directories in /export

The home Directory Tree

Here sun4 is the symbolic link by which clients of the same native kemel archi-
tecture mount their kemnel files. sun4 points to sun4.sunos.4.1, the sym-
bolic link to /usr/kvm. The server’s Sun-3 clients mount their kemel files
through the symbolic link sun3. Unlike the link sun4, sun3 points to a Sun-3
kvm directory hierarchy, installed under sun3.sunos.4.1.

On an NFs file server, the /export directory contains additional directories its
diskless clients must mount in order to operate. They are outlined below:

The /expozrt/root Directory

This directory contains the root directories for all diskless clients of an NFS
server. Each of these root directories has the name
/export/root/client_name. The client root hierarchy has the same file
organization as the NFS file server’s root. Administrators of diskless clients can
change files in their machines’ root directories to affect their local environments.

The /export /swap Directory

This directory contains the individual swap areas for each diskless client of an
NFS file server. As is the case with client roots, clients mount their individual
swap files, /export/swap/client_name from the NFS file server when they
boot. Together, the /export/root and /export/swap are collectively

referred to as the client’s bootparams.

The /export/share/sunos. 4.1 Directory

This directory contains a symbolic link to /usr/share, explained earlier.
Diskless clients mount the files in /usr/share through the
/export/share/sunos. 4.1 symbolic link.

When you use SunlInstall to set up a machine with a disk, it automatically creates
the file system /home on Partition h. If your machine is an NFS file server, set
up home directories in this file system for every user the server supports. This
can include users on client machines, individuals who log directly into the file
server, and any users on terminals connected to the server. After you finish run-
ning SunInstall on the NFS server, you have to create these home directories, as
explained in mount their home directories from the file: /home/server_name/.

If you administer a standalone or dataless client, you can use the /home direc-
tory as the top directory for your personal files. Alternatively, you can have the
administrator of an NFS file server create home directories for you and, if applica-
ble, others who use your machine, within the server’s /home directory hierar-
chy. You can then mount these directories after creating mount points in the
/home directory in your machine’s local file system.

If your machine is a non-networked, time-sharing system, create home direc-
tories in /home for all users on terminals connected to your machine.
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The /etc and /usr/etc
Directories

The /etc and /usr/etc directories contain most of the files, commands, and
subdirectories that you need for system administration. /etc contains the major
files that are a form of the local administrative and network databases on your
system.

The files in /et c are listed below.

adm@ inetd.conf restore@
aliases install/ rmt @
aliases.dir 1d.so.cache rpc
aliases.pag link@ rrestorel
arp@ magic sendmail.cf
bootparams** mkfs services
chown@ mknod@ shutdown@
chroot@ motd@ sm/

clri@ mount @ sm.bak/
config@ mount_rfs@ spool@
crash@ mtab state
crong@ ncheck@ syslog.conf
defaultdomain netgroup++ syslog.pid
dkinfo@ netid++ termcap@
dmesg@ netmasks tmpR

dump@ networks ttys
dumpdates newfs@ ttytab
ethers** nserve/ umount@
exports*x* passwd unlink@
fastboot@ printcap update(
fasthalt@ protocols utmp
format.dat psdatabase uucp/
fsck@ pstate vipw@
fstab publickey wtmp
fuser@ rc xtab
gettytab rc.boot ypbind.lock
group rc.local

halt@ rc.singlex*

hostname.ie0 rdump@

hosts reboot@

hosts.equiv remote

ifconfig@ renice@

One asterisk next to a file indicates that it is an executable file. Two asterisks
(**) indicates that these administrative files are found only on client servers.
Two plus signs (++) indicates files that are only present on the NIS master server.
Files followed by the at sign “@”’ are symbolic links to other locations, princi-
pally /usr/etc and /var. The next section, “Major System Administration
Databases,” introduces many files in /et c. You can also find reference material
about them in Booting Up and Shutting Down Your System and the SunOS Refer-
ence Manual

With traditional UNIX systems, the /et c directory hierarchy contains the com-
mands used for system administration. In /etc for SunOS Release 4.1, sym-
bolic links exist in place of each command. The actual commands now reside in
the directory /usr/etc. You use the administrative commands for performing
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ac*

arp*
audit_warn*
auditd*
automount *
biod*
catman*
chillx*
chown*
chroot*
chrtbl*
clri*
colldef*
config*
crash@
cron*
dbconfig*
dcheck*
devinfo*
devnm*
dkctlx*
dkinfo*
dmesg*
dump*
dumpfs*
edquota*
eeprom*
etherfind*
exportfs*
extract_unbundled*
fastboot*
fasthaltx*
foption*
format*
fpuversion4
fsck*
fsirand*

basic administrative tasks, such as shutting down the system and backing up filcs.
/usr/etc also contains daemon programs that carry out major administrative

functions.

The following files are in /usr/etc.

fuser*
gencat*
gettable*
getty*
gpconfig*
grpck*
halt*
htable*
icheck*
ifconfig*
in.comsat*
in.fingerd*
in. ftpd*
in.named*
in.named-xfer*
in.rexecd*
in.rlogind*
in.routed*
in.rshd*
in.rwhod*
in.talkd*
in.telnetd*
in.tftpd*
in.tnamed*
inetd*
install/
installtxt*
intr*
keyenvoy*
keyserv*
keyenvoy*
kgmon*
ldconfig*
link*
listenx*
lpc*
mailstats¥*

mconnect*
mkfile*
mkfs*
mknod*
mkproto*
modload@
modstat*
modunload*
mount *
mount_hsfs*
mount_lo*
mount_rfs*
mount_tfs*
mount_tmp¥*
ncheck*
ndbootd*
newfs*
newkey*
nfsd*
nfsstat*
nserve*
nslookup*
nstest*
pac*

ping*
portmap¥*
pstat@
pwck*
quot*
quotacheck*
quotaoff*
quotaon*
rarpd*
rdump@
reboot*
renicex*
repquota¥*
restore*

rfsetup*
rmt*

route*
rpc.bootparamd*
rpc.etherdx*
rpc.lockdx*
rpc.mountd*
rpc.rexd*
rpc.rquotad¥*
rpc.rstatdx
rpc.rusersd*
rpc.rwalld*
rpc.showfhd*
rpc.sprayd*
rpc.statd*
rpc.yppasswdd*
rpc.ypupdated*
rpcinfo*
rrestore@
rusage*
rwall*

sax
savecore¥*
showfhx*
showmount*
shutdown*
spray*
swaponX*
syslogd*
termcap@
tfsd*

trpt*
ttysoftcar*
tunefs*
tvconfig*
tzsetup*
umount*
umount_tfs*

unlink*
update*
upgrade/
vipw*
vmpage¥*
yp/
ypbind*
ypserv¥*
ypxfrd*
zdump*
zic*
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Additional File Systems
Supported by Release 4.1

Setting Up the tmpfs
Memory-based File System

Six files are symbolic links.
File New Location
crash /usr/kvm/crash
modload /usr/kvm/modload
pstat /usr/kvm/pstat
rdump /usr/etc/dump
rrestore /usr/etc/restore
termcap /usr/share/lib/termcap

/usr/etc primarily contains executable files and a few crucial directories,
which are described in greater detail throughout this manual and in the man
pages. It does have a few subdirectories, the most significant of which is yp.
This directory contains commands for setting up and maintaining the NIS service.
(NIs is explained in more detail in Introducing Networks and in The Network
Information Service.

SunOS Release 4.1 enables you to access three other types of file systems in
addition to the file system types discussed thus far.

o loopback file system
o  High Sierra file system
o tmpfs file system

You can access these file systems by issuing the mount command with the -t
option, as described in the mount (8) man page.

The loopback file system allows you to create virtual file systems. Once a virtual
file system has been mounted, it can be accessed through alternate pathnames.
You can mount other file systems on it without affecting the original file system.
Refer to the 1 of s(4s) man page for more information.

The High Sierra (hs £s) file system is a file system type used on CDROM disks.
You can install SunOS Release 4.1 from CDROM disks, which use a superset of
the High Sierra file system format. The hsfs mount type creates a High Sierra
file system on the CDROM disk. Refer to the mount(8) and sr(4) man pages for
more information.

The tmp£s file system enables you to use the operating system’s virtual memory
resources as a file system. The subsection below explains how to create a

tmpf£s file system and the benefits tmpfs provides. The text assumes you have
some system administration experience, but you needn’t be an expert to use the
procedures specified.

You use tmp£s primarily as a performance enhancement, where short-lived files
can be written and accessed without any performance impact associated with
writing information to a disk or network. Files in tmpfs mounted directories
exist as long as the tmp£s file system is mounted, and you do not shut down
your computer. When you reboot your machine or unmount the tmp£s file sys-
tem, all files under tmpfs are lost.
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Who Should Use tmp£s File
Systems?

Suggestions for Using tmpfs

The /tmp directory is probably the most common place where short term files
are used. Itis the recommended mount point for tmpf£s file systems.

Using tmpf£ s file systems can improve system performance by saving the cost of
reading and writing temporary files to a local disk or across a network. tmpfs
can speed up a machine that has to perform many local compilations. For exam-
ple, temporary files are created for use during the compilation process. The
operating system must generate a lot of disk or network input and output activity
while manipulating these files—which are deleted shortly after their creation.

Most sites can benefit from using tmpf£ s, although the difference in performance
gains for your machine may vary, depending on system usage and resources. In
general, a machine with a lot of physical memory but a slow disk, or on a busy
network, will notice improvements from tmpfs much more than a machine with
minimal physical memory and a fast local disk. This is because tmpfs essen-
tially caches the writes in memory normally scheduled for a disk or network file
system. Again, performance gains vary depending on use. (Refer to the

tmpf s(4s) man page for complete technical details.)

A problem that can arise on a machine with a tmp£ s file system is running out
of swap space. This may occur for two reasons:

o The tmpfs file system can actually run out of space, just as traditional file
system can run out of space.

o A program cannot execute due to lack of swap space. This is because
tmpfs allocates system swap space to save file data, if it needs to.

Even if your machine uses tmpf s and habitually runs out of swap space, you
can still benefit by allocating more swap space. You do this by using the
swapon command, as described in Reconfiguring the System Kernel and the
swapon(8) man page. Remember that when you allocate additional swap space,
it is at the expense of additional disk space.

tmp£s is easy 1o set up and use. Consider which file hierarchies you might want
to mount as tmpfs file systems. The /tmp directory is recommended, since
many SunOS programs use it for their temporary files. Designating this directory
as the mount point for a tmp£ s file system will most noticeably improve your
system’s performance.

You can have your machine mount multiple tmpf£s file systems as needed.
Nevertheless, be aware that they all share the demands of the same system
resource. Files created under one tmp£s directory use up the space available for
any other tmpfs file system.

Because files residing in tmpfs directories do not survive across reboots or
unmounts, you rmust not mount tmpf s file systems under /var/tmp. Thisis
because the vi-r command expects to find preserved files there after a machine
reboots.
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Procedures for Setting Up
tmpfs

To use tmp£ s on your machine, you first must include tmpf s information in
the kemnel. If you have not yet reconfigured your machine’s kemel, you should
refer to Reconfiguring the System Kernel before continuing these instructions. If
you have some experience with kemel configuration procedures, continue as fol-
lows:

1. Become superuser on your machine.

2. Follow the instructions in Reconfiguring the System Kernel for editing the
kemel configuration file, to the point where you determine which entries to
pick for your machine.

3. Make sure your kernel has the following options line. You'll find it at the
end of the options list in the GENERIC kernel file for all kemel architectures:

This entry enables tmpfs. If your machine uses the GENERIC kemnel, make
sure this entry is not commented out.

4. Complete kemnel reconfiguration, as shown in Reconfiguring the System Ker-
nel.

You can create and mount tmpf s directories either by issuing a mount com-
mand on the command line or placing an entry in the /etc/fstab file. The
syntax of the mount command for tmpf£s is:

tmp is the file system type that must be specified after the -t option. You also
need to specify swap as shown to set up tmpfs. directory name is the direc-
tory to become a tmpfs file system.

The /etc/rc.local file contains commands that mount a tmpf£s file system
on /tmp at boot time, but these commands are commented out by default. To
mount and use tmp£s in the recommended manner and have the system
automatically mount a tmp£'s file system when it boots up, follow these pro-
cedures:

1. Become superuser and edit /etc/rc.local.

2. Remove the comment (#) from the following line:

3. Exit the file, then edit /etc/fstab.
4. Add the line

mpfs file system in /tmp.
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2.5. Major System
Administration
Databases and Files

Note: If your network does not use
NIS or DNS, or your machine is a
non-networked standalone, your
system administration databases
will only be represented by files in
/etc.

Files for Administering
Diskless Clients

Note: These files are present on all
systems, not just diskless clients.

Note: If your client is on a network

running NIs, some of your local files

will not have all the entries shown in
this subsection.

crontab

5. Reboot your system, as described in Booting Up and Shutting Down Your
System.

As system administrator, you will constantly update or consult a series of system
administration databases and other local files to keep your machine and/or your
network running smoothly. Each system administration database is represented
by a file in /etc and, in most cases, a corresponding distributed network data-
base used by services such as NIS or Domain Name Service (DNS). DNS is
described in Introducing Networks and in Administering Domain Name Service.
For example, the pas swd database has two representations, the /etc/passwd
file and, if NIS is present on your network, the NIS pa sswd maps.

The system administration databases can be separated into two categories: local
and network. You use local administration databases for managing local opera-
tions on all machines, from diskless client to network server. Conversely, the
network databases are significant to you only if you are administering a network.

This next section introduces the major system administration databases as they
are represented by the files in /etc. (Later chapters in Part Three explain net-
work databases.) The file descriptions are organized according to the
configuration type(s) that typically use(s) them. Refer to the section that applies
to your corifiguration for information about the file that you need to learn about.

If you are managing a diskless client, you only have to maintain local files—
those that apply specifically to your machine.

/var/spool/cron/crontabs/*
/etc/fstab

/etc/passwd
/etc/hosts.equiv
/etc/group

/etc/aliases

/etc/printcap

They are introduced below.

Even if you are the only user on the diskless client, this may not always be the
case in the future. If others are going to locally log in to your system, make
entries for them in the /et c/passwd file. If your site plans to organize users
in groups, include others who directly log in to your machine in /et c/group.
You may also want to create mail aliases for them in /etc/aliases.

You use the crontab -e command to create files that list commands to be
executed at specified times. These files are often referred to collectively as
crontab files, though each file will have the name of the user that created it.
The system crontab file is located in
/var/spool/cron/crontabs/root.

Use crontab for scheduling commands, shell scripts, and other programs that
you want to run at regular intervals, such as every day, once a week, once an
hour, and so forth. The /usr/etc/cron daemon executes the list of
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commands in the crontab file at the specified times.

Here is a typical crontab file:

fstab

passwd

Refer to Administering Workstations, ,cxrontab(5) and cron(8) in the SunOS
Reference Manual for more information.

The /etc/£fstab file shows all file systems that your client machine mounts
when it boots. Every time you boot your system, £stab is read by commands
that mount and unmount file systems, and check file system consistency. The
system also reads /et c/fstab when providing additional swap space.

Here is an example of a typical client’s £stab file.

Suninstall creates a default £ st ab file for all machines. Its contents depend on
the type of machine installed. The first five entries shown above are the NFS
mounts a diskless client must perform in order to receive the file systems it needs
to operate. These entries are present by default on a diskless client.

The last entry shows an RFS mount, where the client mounts a file hierarchy
available from an RFS server. This is an example of an additional file hierarchy
that you can have the client mount when it boots. You must become superuser
and use your text editor to add new entries to £stab. The £stab file is more
fully described in The Sun Network File System Service.

The /etc/passwd file contains the login names, encrypted passwords, and
other important identification information for all users (and programs) that are
permitted to log in to your machine. Here is a sample /etc/passwd file fora
diskless client.
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group

This is a “local” file, which means its permissions pertain exclusively to your
machine. If you are on a network running NIS, you can indicate in the
/etc/passwd file any (or all) users in the NIS passwd maps to whom you
want to grant local access to your machine.

The passwd database is your system’s first line of security. Its fields are
explained fully in in the passwd(5) man page. The NIS password map and how
it affects access to machines on a network is explained in The Network Informa-
tion Service.

The group database is a local database listing groups of users on your local
machine. Your site might want to organize users into groups by department or
by project teams—people who need to access the same information, which
should not be accessed by others outside the group.

To edit the group database, you log in as superuser and modify the file
/etc/group with your text editor. /etc/group uses the following format:

As is the passwd database, the group database is a security mechanism. Its
fields and its significance to a network client are fully explained in The Sun Net-
work File System Service and in the group(5) man page. NIS group policies are
discussed in The Network Information Service.
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hosts

hosts.equiv

.rhosts

The host s database lists the names and IP addresses of machines on the network
that the client must know about. Programs on your local machine refer to the
host s database to determine its IP address, the address of the NFsS file server of
which your machine is a client, and other NFs file servers your client needs to
know. The local version of the host s database takes the form of the file
/etc/hosts, as shown below.

The numbers in the first column are the IP addresses of the client and the servers
that it knows. For example, client raks has the IP address 192.9.200.2. The
second column consists of the machines’ names. The third column and any sub-
sequent columns contain nicknames for the host. The chapter The SunOS Net-
work Environment, and the host s(5) man page contain complete information
about the hosts database.

The /etc/hosts.equiv file is a list of host machines whose users are per-
mitted to log in to your machine over the network without supplying a password.
It is a local file, pertaining only to your system, which you modify by logging in
as superuser and using your text editor to make changes.

A default /etc/hosts.equiv file simply contains a plus sign (+). If your
machine is on a network running NIS services, this means access is allowed to all
others that NIS knows, as described in The Network Information Service. Once
you edit it, a typical hosts. equiv file might have the following structure.

The chapter The SunOS Network Environment explains how hosts.equiv
helps to keep your configuration secure in a network environment. Also refer to
the host s . equiv(5) man page for more information.

The . rhosts file, which is in your home directory, is used for additional per-
mission checking when someone tries to access your machine over the network.
It has the same format as /etc/hosts.equiv.
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aliases

printcap

The SunOS Network Environment contains more information about . rhosts.

The aliases database is used by the sendmail mail routing program. It has
two forms, the /etc/aliases file and the aliases NIS maps.

You can edit the /etc/aliases file when you want to give sendmail at
least one altemnative name, or alias, for a user. sendmail then recognizes this
alias as having the same machine address as the user’s official name. Such an
entry is shown next.

jgoodyear: amina@raks
amina: jgoodyear

where the first entry,
jgoodyear: amina@raks

gives the official user name (jgoodyear) and mailing address (amina@raks). The
second line,

amina: jgoodyear

tells sendmail that the address jgoodyear is to be rewritten as amina@raks.
You can send mail to either amina or jgoodyear, and it will be delivered to
amina@raks.

You can also use /etc/aliases to create a mail distribution list for a group
of people. Consider this list.

samba: benny, chris, daria, david, delores, fastfeet, josefina

The alias samba is the name of a distribution list and the names following are
the user names to receive all mail addressed to “samba.”

Note that you have to use the newaliases command in order for these changes
to take affect. The chapter Administering Electronic Mail explains
/etc/aliases and sendmail in detail, as does the aliases(5) man page.

The /etc/printcap file is a local database describing the types of printers
used by your machine. The printer spooling system reads the printcap file
whenever you send output to a printer, whether it is directly attached to your
machine or elsewhere on the network.

Below is a printcap file that includes four remote printers.
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Files for Administering a
Dataless Client

Files for Administering a
Standalone System

You will want to modify the print cap file to describe the printer attached to
your workstation, to add additional printers on your network, and to indicate your
default printer. Adding Hardware to Your System explains how to administer
printers, including how to modify /etc/printcap. Also referto the
printcap(5) man page for more information.

As administrator of a dataless client, you have / and swap on your local disk but
rely on the server for your /usr file system. In most respects, your
configuration functions on the network similarly to a diskless client. Therefore,
you should learn about the databases and local files described above for adminis-
tering a diskless client, an example of which follows.

/var/spool/cron/crontabs/*
/etc/fstab

passwd database

hosts database
/etc/hosts.equiv

.rhosts

group database

aliases database
/etc/printcap

If you need to find out more information about the software installed on your
disk, you should consult the files in the /etc/install directory. This direc-
tory is further described in Files for Administering a Server. However, because
you probably will be responsible for backing up the files on your local disk, you
should also understand the /et c/dumpdates file described in Files for
Administering a Server.

Your standalone configuration has /, /usr, and swap on separate partitions on
the local disk. Because standalones have local disk and, possibly, tape drives,
they do not need a network to function. If your site does not have a network, you
can set up your machine as a single user standalone or as a time-sharing system
with terminals attached. Alternatively, you can attach either standalone
configuration to a network.

If you administer a non-networked standalone configuration, learn about the fol-
lowing local files and administrative databases, previously described in the
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Files for Administering a
Server

subsection Files for Administering Diskless Clients.

aliases database
/var/spool/cron/crontabs/*
/etc/fstab

passwd database

group database

/etc/printcap

You should also learn about the next files and directories, especially if you have a
time-sharing standalone:

dumpdates (for backing up files)
ttytab (if you plan to attach terminals)
install (for information about your local configuration)

These files are described in the subsection, Files for Administering a Server.

If your standalone configuration is on a network, also learn about the following
files and databases.

hosts database
/etc/hosts.equiv
.rhosts

These were described previously in Files for Administering Diskless Clients.
You should also learn about the export s file, which is described in the next
subsection.

As system administrator of a server, you need to learn about local files that per-
tain specifically to your machine, including these.

crontab
group
passwd
hosts.equiv
.rhosts
printcap

These files are described above in Files for Administering Diskless Clients.
Other files and directories that affect your system locally follow.

dumpdates (for backing up files)
ttytab (if you plan to attach a terminal)
install (for information about your local configuration)

They are described in this subsection.

You also need to learn about local files and databases for managing machines and
file systems over the network, including these.
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bootparams database
ethers database
/etc/exports
/etc/fstab

hosts database
netgroup database
networks database

They also are introduced in this subsection.

dumpdates The /etc/dumpdates file contains a record of each time you dump (back up)
a file system. A typical /etc/dumpdates file looks like the following:

/etc/dumpdates is fully described in File Maintenance.

ttytab The /etc/ttytab file is a database containing descriptions of the terminals
attached to your configuration. Here is a segment from an /et c/ttytab file.

ttytab is fully explained in Adding Hardware to Your System. Also refer to
the ttytab(5) man page in the SunOS Reference Manual
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install The directory /etc/install contains informative files that tell you about
your system configuration. /etc/install on your system will resemble the
following listing.

EXCLUDELIST

XDRTOC

appl media_ file.sun3.sunos.4.1l
appl_media_file.sund4.sunos.4.1
arch_info

arch_list

category.standalone
client.ariel

client.neo

client.rigel

client.sbuffles

client.tarheel

client list

client list.sun3.sun3.sunos.4.1
cmdfile.xy0

cmdfile.xy?2
default_client_info
default_sys_info

disk_info.xy0

disk info.xy0.original
disk_info.xy2
disk_info.xy2.original
disk_list

format.xy0.log

format.xy2.log

media file.sun3.sun3.sunos.4.1
media file.sun4.sun4.sunos.4.1
media file.tmp

media_list

mount list
soft_info.sun3.sun3.sunos.4.1
soft_info.sun4.sun4.sunos.4.1
suninstall.log

sys_info

@ sun Revision A of 27 March 1990

microsystems



46  System Administration for Beginners

bootparams

exports

For example, the file /etc/install/sys_info on your system will contain
information similar to the following, derived from data supplied to the SunInstall
program.

hostname=dancers,dancers—ebb
sys_type=server

ether type=ether 1

ether nameO=ie(, iel
ip0=192.199.199.198,192.199.199.199
yp_type=slave
domainname=eng.moon.com
op_type=install

reboot=no

rewind=no
arch=arch.str=sun4.sun4.sunos.4.1
root=sdla

user=sd0g

termtype=sun

timezone=us/Pacific

server=

server_ip=

exec_path=

kvm path=

Administering Workstations contains more information about this directory.

The bootparams database is maintained on the client server and represented
by the /etc/bootparams file and corresponding NIS map. Clients use it dur-
ing booting. Here is a fragment of a typical /etc/bootparams file.

The file shows the directories that clients samba and ballet need to mount from
NFS server dancers in order to boot: root and swap. For more information
about /etc/bootparams, refer to the Booting Up and Shutting Down Your
System chapter.

The /etc/exports file lists the file systems that an NFS file server makes
available to host machines on its network. You modify it by using a text editor.
When you add a new client machine, /etc/exports is automatically updated
with the client’s /export/exec directories and /home directory.

Here is a fragment of a typical /etc/exports for a Sun-4 NFS file server with
Sun-3 clients.
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hosts

fstab

The file lists the names of exported file systems and machine names or netgroup
names allowed access to them. A netgroup is a network-wide group of users
allowed access to certain files for security and organizational reasons.
/etc/exports is fully described in The SunOS Network Environment. Also
refer to the exports(5) and netgroup(S) man pages for more information.

The /etc/hosts file on a file server lists the names and addresses of machines
on the network, or network hosts, that the server knows.

Below is a fragment of a typical /etc/hosts.

I

\&
The numbers in the first column are IP numbers for each machine, which identify
its address on a network. The next column contains the machine names of the
hosts. The third and subsequent columns contain nicknames for the host.

The chapters The SunOS Network Environment and The Network Information
Service explain /et c/host s in detail, as does the hosts(5) man page.

The /etc/fstab file shows all file systems that your server mounts upon boot
up. Every time you boot your system, commands that mount file systems read
the fstab file. Here is an example of a server’s £stab file.

Note that the default £stab file on a file server lists only the local, 4.2 mounts--
directories that are mounted directly from the disk. If there is more than one file
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ethers

networks

netgroup

L 2

server on your network, you can make your file server a client of the remote
server by adding NFS and RFS mounts to your /etc/fstab file. The £stab
file is more fully described in The Sun Network File System Service.

The ethers database contains the Ethernet address of hosts on the network.
Below is a fragment of the ethers database, as represented by the
/etc/ethers file.

The first column contains the Ethernet address. The second column is the
machine name. The SunOS Network Environment and The Network Information
Service, and the ethers(5) man page explain more about this file and the Ether-
net.

The networks database lists the names and addresses of the networks that are
part of your larger network. Here is a fragment of the networks database, as
represented by the /etc/networks file.

Refer to The SunOS Network Environment and the net work s(5) man page for
more information.

The netgroup database is security-related, similar to the group database,
except that it is network-wide in scope. netgroup contains the names of
groups of users who are allowed to remotely log in to a machine, and of
machines that are allowed to remote mount a file system on another machine on
the network. Here is an excerpt from the netgroup database, as represented by
the /etc/netgroup file.
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Refer to The Sun Network File System Service and the net group man page for
more information.
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3.1. Performing Network
Administration Tasks

Introducing Networks

This chapter provides a brief introduction to the SunOS network environment. It
discusses the following topics.

o Network administration tasks

o Types of networks

o IP addresses

o  Entities on the network

o The network administrative domain

A network is a group of machines connected together so that they can transfer
information. Any machine attached to a network is called a host.

Because computer networks are now pervasive worldwide, it is a good idea to
learn the basic concepts in this chapter, even if you administer a diskless client or
non-networked standalone. Then you will have a good knowledge base should
your site expand to its own network.

Part Three, “Network and Communications Administration,” contains instruc-
tions for setting up a network, maintaining servers and clients, and using the
SunOS network services. It assumes you are familiar with the concepts in
Chapter 3.

Networks consist of both hardware connections and software interfaces that
allow transfer of information over a communications line. Network hardware
includes various types of controllers, cables, and data conversion devices. Net-
work software includes the following.

o High-level services, such as NFS and RFS

o  Lower level network protocols, such as TCP and IP, that translate information
to be handied by the higher level services

o  Network interface drivers, such as the ie Ethemet driver, that manage the
activities of the communications controllers

Network administration involves managing both software and hardware, not only
for a number of computers, but for network media, such as cables and bridge
boxes. The following list explains the hardware-related responsibilities you
should expect to have, depending upon your configuration. (The chapters in Part
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3.2. Types of Networks

Local Area Networks

Three explain your software responsibilities.)

Network Client You must attach your own machine, but probably will
not perform network assembly and maintenance.
Hardware manuals that came with your machine contain
instructions for attaching it to the network.

Networked Standalone You must attach your standalone to the network, but
probably will not perform network assembly and mainte-
nance. Hardware manuals that came with your machine
contain instructions for attaching it to the network. If
your standalone functions as a time-sharing system, you
also must administer terminals and modems that access
your standalone. Therefore, you should familiarize your-
self with the hardware manuals for this equipment.

Existing File Server  You will probably maintain machines and cables or con-
nections on the network, and add new equipment as
needed. If your site’s needs expand, you may possibly
set up an interetwork. Therefore, read the hardware
manuals that came with your equipment, including
manuals for peripherals such as printers and modems.
Be aware that you will have to handle network hardware
problems as they arise.

File Server on New Network
Your site may have individuals who plan and assemble
network hardware. In this case, your hardware responsi-
bilities will be maintenance. If you are responsible for
assembling the network, refer to the hardware manuals
shipped with your server, workstations, and other equip-
ment, for instructions.

Networks are classified according to the physical distance that they cover: local
area (LAN), medium range or campus area (CAN), and wide area (WAN). This
section describes local and wide area networks.

Local area networks handle data communications over a physically limited area,
such as single buildings. LANs consist of hosts, including network servers, con-
nected together by media such as cables. Because the LAN media itself only can
span a short distance, the company purchasing the networking equipment usually
owns the local network. When you install Release 4.1, SuniInstall assumes that
your server and its clients are all attached to the same network.

All Sun computers except standalones must belong to a network to operate, but
this network does not have to be a wide or medium area. Therefore, in this
manual, the generic term “network’” means local area network, unless otherwise
specified.
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Wide Area Networks

uucp

The Internet and TCP/IP

A wide area network includes one or more computers that provide file transfer,
message routing, and other services. It also includes a large number of client
machines—terminals and other computers—linked together by communications
media. These client machines can be close to each other or separated by
thousands of miles, hence the designation “wide area.” The transmission medium
might be telephone lines or satellite dishes, allowing users on opposite ends of
the Earth to send and receive information.

Some organizations own wide area networks that allow other organizations to
connect to the network. Common commercial examples of wide-area networks
include networks that handle airline ticketing services or that connect automated
teller machines from different banking institutions.

By default, SunOs Release 4.1 provides your machine with the ability to connect
to two types of wide-area networks: uucp and the Internet. In addition, your
network can join other wide-area networks. Separately purchased communica-
tions software from Sun, such as X.25, enables you to communicate with dif-
ferent wide area networks.

uucp is an abbreviation for UNIX-to-UNIX copy. It is not really a network, but
rather a program that uses the telephone lines to transfer information. uucp was
originally designed as a facility for copying files from one computer running the
UNIX operating system to another also running UNIX.

Today, people not only use the term uucp for this file copy capability, but also
for a loose connection of computers with modems and known phone numbers.
This organization is sometimes called the uucp network, but it is not a network
in the same sense as other wide-area networks. This is because uwucp is not
based on networking protocols, a concept introduced shortly.

Note also that uucp refers only to software, not to the network hardware on
which it runs. uucp runs on many types of computers and modems, all of which
use phone lines as their wide area network media. Sun machines and ASCII ter-
minals at remote sites, such as employees’ homes, can access your site through
uucp. The Adding Hardware to Your System chapter explains how to set up a
modem. The Administering the UUCP System explains how to set up and maintain
uucp.

The Internet is a registered wide area network originally developed by DARPA
(Defense Advanced Research Projects Agency). Today the Network Information
Center (NIC) at SRI International maintains the Internet. Like uucp, the Internet
is essentially software. It was designed to run on all types of computers and net-
work media. Sun provides Internet capability for all its computers.

The Internet supports communications through a series of network protocols.
These protocols are formal standards that explain how a network should transfer
information. These rules are implemented in programs, interfaces, and daemons.
The Internet uses a set of protocols called TCP/IP, explained in detail in the The
SunOS Network Environment. Networked Sun computers use TCP/IP by default.

sun Revision A of 27 March 1990

microsvstems



54  System Administration for Beginners

3.3. Entities on a Network

Communications Media

Server

Client

Modem

Network Services

a{*‘}?

A Sun network consists of three major categories of equipment: server(s), clients,
and the networking hardware that links them together. It also consists of
software that performs various types of services, or simply converts messages
from one form of electronic signal to another. The next subsections briefly
describe the hardware and software that comprise Sun networks.

The most common communications media for linking Sun machines on a local
area network is Ethernet. It is a popular local area network technology invented
by Xerox Corporation. An Ethernet consists of a system of coaxial cables that
your company probably owns. Sun also supports a variant of Ethernet called
thin-wire Ethernet, which is available on some desktop machines, such as Sun-
3/50s and 3/60s. Alternatively, you can purchase other local area networking
technologies from Sun and other sources.

The wide area networks that your site can access through SunOS software use
long-haul networking media for linking hosts. uucp uses telephone lines. The
Internet originally used the ARPANET long-haul network, but now runs on a col-
lection of regional networks and a “backbone” network called NSFnet.

As mentioned in Chapter 1, a machine is considered a server if it provides a net-
work service, such as disk storage, file service, electronic mail, or print service.
Additionally, the daemons that handle these network operations on the server
machines are sometimes referred to as server processes. Be careful not to con-
fuse the two.

In a Sun network environment, client workstations fall into three categories:
diskless, dataless, or networked-standalone, as described in the first two chapters.
In addition, client machines run dacmons that use resources provided by the
server processes. These daemons are called client processes and shouldn’t be
confused with client machines.

A modem is one type of electronic device that you can use to enable remote com-
munications between a Sun workstation or terminal and a computer at a remote
distance. To use uucp, you connect the Sun workstation to a modem, which you
then attach to a telephone line.

Sun server machines are categorized by the network services they provide in
these four areas.

o File service and disk storage

These services are provided by NFS file servers or RFS file servers, depending
on which service the particular machine provides. In Release 4.1, the NFS
file server also provides the files that diskless and dataless clients require to
boot and operate. The chapter The Sun Network File System Service
explains how NFS works and how to set up and maintain this service on your
system. The chapter The Remote File Sharing Service explains RFS installa-
tion, operation, and maintenance.
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3.4. The Concept of
Administrative
Domains

o Name services

These services provide network-wide information about users, host
machines, and other networks. For local area networks running NFS, you can
implement name service by setting up NIS servers. If your local area net-
work runs RFS, RFS name servers provide a limited form of name service. To
implement name service across two or more linked networks, you use
Domain Name Service (DNS), as described in the Administering Domain
Name Service chapter.

o  Electronic Mail forwarding

Mail servers provide this service. Electronic mail service enables users on a
network to exchange messages. The Administering Electronic Mail chapter
explains how to set up and maintain this service.

o Printer Service

This service is provided by a print server. The chapters Adding Hardware to
Your System and Maintaining Printers and Print Servers explain how to add
printers to a machine and maintain it as a print server.

Within the Sun network environment, the overall term domain means entities on
a network grouped together for administrative purposes. The domain concept
appears in three different contexts.

o The network administrative domain, which enables you to administer a
group of hosts as a single entity. (See Chapter 13 for a full description.)

o The RFS domain, which you set up for machines within a network adminis-
trative domain that use the Remote File Sharing service. (See Chapter 18 for
a full description.)

o  The NIS domain, which is a series of databases maintained on a network with
NIS services. (See Chapter 16 for a full description.)

In all cases, the reason for domains is essentially the same: it simplifies adminis-
tration of large networks. For example, you can add a user to a large group of
machines with one operation, instead of adding the user to each machine
separately.

Although the administrative concept of a domain can be independent of the way
machines are connected together, you probably will find it convenient to have
administrative boundaries correspond to physical or geographical boundaries. If
you have a small site, you might have a single administrative domain and a sin-
gle local area network. Larger sites might have two or more local area networks
that communicate with each other through a mechanism known as a router, form-
ing an internetwork. If all networks in the internetwork are under a single
administration, you can group them together under a single domain. Even larger
sites might need both multiple networks and multiple domains.
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3.5. Obtaining an IP
Address

SunInstall requires you to supply an Internet address, or IP address, for your
machine during the Release 4.1 installation process. TCP/IP uses the IP address as
a method for identifying and locating a host on the network.

Before you run Suninstall and attach hosts to an existing network, you should
obtain an IP address for your server or clients from the network administrator. If
you are setting up a new network, you must register your network and obtain an
IP address for your network from the NIC before running Sunlnstall. Do this
regardless of whether or not your site will join the actual Internet. The chapter
The SunOS Network Environment, and the appendices IP Number Registration
Form and Internet Domain Registration Form have complete information about
contacting the NIC, including forms required to get an IP number and to register
your network.
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architecture

ARP

ARPANET

BBN

binding

boot block

booting

bridge

bus

Glossary of Terms

The specific components of a computer system and the way they interact with
one another. From a Sun kernel perspective, “architecture” refers to the type of
CPU chip in the computer. A Sun-3 machine is said to have 68020 architecture,
because it contains this CPU chip. A Sun-3x has 68030 architecture. Sun-4s and
SPARCSsystems have SPARC architecture, because they contain a SPARC CPU chip.

The ARP (Address Resolution Protocol) maps an IP address to its corresponding
Ethemnet address.

The Advanced Research Projects Agency funded network backbone, for which
TCP/iP was originally developed. (See also DoD Internet, below)

Bolt, Beranek, and Newman, a private company which offers network manage-
ment services.

The process during which a client finds out where a server is so that the client
can receive services. NFS binding is explicitly set up by the user and remains in
effect until the user terminates the bind, for example by modifying the
/etc/£fstab file. NIS binding occurs when a client’s request is answered by a
server and is terminated when the server no longer responds.

An 8 KB disk block that contains information used during booting: block
numbers pointing to the location of the /boot program on that disk. The boot
block directly follows the disk label.

The process of powering up the computer, testing to determine which attached
hardware devices are running, and bringing the operating system kemel into
memory and operation.

A communications device that selectively copies packets between networks of
the same type.

A cable or circuit used for the transfer of data or electrical signals among dev-
ices.
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caching-only server

client (dataless)

client (diskless)

configuration, equipment

controller

daemon

DARPA Internet

datagram
DDN Internet

device

device driver

DoD Internet

domain

Domain Name Service

dump

A domain name server that is not authoritative for any domain. This server
queries servers who have authority for the information needed and caches that
data.

A machine on a network that has its own disk and individual root and swap par-
tition, but relies on the NFS server for booting single and multiuser, and for other
services.

A machine on a network that does not have a disk and relies on the NFS server for
file storage and other basic services.

The combination of CPU, peripherals, and software, and the way they are inter-
connected to form a system.

An integrated circuit board that controls the operation of another device or sys-
tem, such as a graphics board that controls a graphics color monitor.

A continuously running process that handles system-wide functions, such as net-
work administration or line printer spooling.

The Defense Advanced Research Projects Agency Internet (see also Internet).

Transmission unit used by the TCP/IP network protocol suite at the IP level.
The Defense Data Network Internet (see also Internet).

A hardware component acting as a unit that performs a specific function, such as
formatting and printing output (a printer) or reading and writing information on a
disk (a disk drive). The SunOS operating system treats all devices as files.

A program within the kernel that controls the operation of devices. For example,
the operation of the SCSI disk controller is handled by a disk device driver.

The Department of Defense Intemnet, a wide area network to which the NSFnet
and ARPANET belong (see also, Internet).

A name given to a group of machines administered together. InNIS terminology,
a domain is a group of machines that access the same NIS maps. In RFS terminol-
ogy, a domain is a group of machines running RFS software that are served by
particular set of RFS name servers.

The name service of the TCP/IP protocol family, which provides information
about machines on networks both locally and at great distances.

The process of copying directories onto a tape for offline storage, using the dump
command.
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EGP

Ethernet

export

file system

gateway

global file

head

header

heterogeneous server

homogeneous server
host

ICMP

inode

interface, hardware network

Internet

internetwork

Exterior Gateway Protocol, a specialized protocol that allows exchange of infor-
mation with a backbone network under a separate administration,

A commonly-used local area network technology originally developed by Xerox
Corporation.

The process by which a server advertises the file systems that it allows hosts on a
network to access.

A hierarchical arrangement of directories and files.

A device that enables networks using different protocols to communicate with
each other.

A file containing information such as user, host, and network names, that is net-
work wide in scope.

The mechanism on a disk drive that reads and writes information on a disk.

Information attached to the beginning of data. Headers usually contain informa-
tion about the following data to aid in processing it.

An NFS server that has clients both of its own architecture and other architectures.
For example, a Sun-4 server that has Sun-3 and Sun-3x clients is a heterogeneous
server.

An NFS server that has clients only of its own architecture.
A computer attached to a network.

Internet Control Message Protocol, which is responsible for handling errors and
printing error messages.

An entry in a pre-designated area of a disk that describes where a file is located
on that disk, the file’s size, when it was last used, and other identification infor-
mation.

A hardware connection to a network, such as an Ethemet board.

A world-wide wide area network using TCP/IP protocol that was originally spon-
sored by the Defense Advanced Research Project Agency (DARPA). The term
Internet is commonly used to refer to any and all of ARPANET, DARPANET, DDN,
or DoD Internets.

A group of networks interconnected with routers, which uses the TCP/IP protocol.
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IP
IP address
IP network number

kernel

label

library routines

local file

map

makefile

modem

mount

netgroup

network (local area)

network (wide area)

Internet Protocol, which allows host-to-host datagram delivery.
A unique number that identifies each host in a network.
A unique number which identifies each IP network (See IP address.)

The master program set of SunOS software that manages all the physical
resources of the computer, including file system management, virtual memory,
reading and writing files to disks and tapes, scheduling of processes, printing, and
communicating over a network.

Information written by the format program starting at cylinder O of a disk. The
disk label describes the size and boundaries of the disk’s partitions and its disk

type.

A series of SunOS functions that can be called by user programs written in C and
other compatible programming languages.

A file containing information specific to the machine where it resides. When
using NIS, the local file is checked first before a corresponding global file is
checked.

A file used by NIS that holds information of a particular type, for example, the
password entries of all users on a network or the names of all host machines on a
network.

A file used by the make command, which describes files that make must process
and programs that make must run.

An electronic device that you can use to connect a Sun workstation to a tele-
phone line.

The process of accessing a directory from a disk attached to the machine making
the mount request (4.2 mount) or remote disk on a network (NFS or RFS mount).

A network-wide group of machines granted identical access to certain network
resources for security and organizational reasons.

A network consisting of a number of machines that share resources such as files
and mail. The network covers a physically limited area no greater than two
miles.

A network consisting of one or more large computers providing services such as
file transfer, and a large number of client computers that use the services. This
network may cover a large physical area, sometimes spanning the globe.
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Network File System Service

(NFS)

network mask

network protocols

network number

NIC

NIC handle

NSFnet

packet

packet switching

page

platter

partition
port numbers

primary master server (DNS)

process

protocol

A network service that provides file sharing among hosts. NFS servers also pro-
vide kemels and swap files to diskless clients so that they can boot up.

A number used by software to separate the local subnet address from the rest of a
given IP address.

Sets of rules that explain how software and hardware should interact within a net-
work to transmit information.

A number that the NIC assigns to your network. The net number forms the first
part of a host’s IP address.

The NIC (Network Information Center) is the service run by Stanford Research
Institute (SRI) that administers IP network numbers and domain names.

A unique NIC database identifier assigned to a network’s administrator, technical
contact, etc.

The medium-area network media that the Internet software now runs on.

A group of information in a fixed format that is transmitted as a unit over com-
munications lines.

A concept wherein a network transmits packets over connections that last only
for the duration of the transmission.

A standard unit of memory with an architecture-dependent size that is the smal-
lest entity manipulated by the kemel’s virtual memory system.

A flat disk made of magnetic media that is mounted on a spindle. A disk such as
those used by Sun computers actually is composed of a number of platters.

A discrete portion of a disk, configured during installation.
Numbers used by TCP/IP protocols to identify the end points of communication.

The primary Domain Name server for a zone, which maintains all the data
corresponding to its domain.

A program in operation. For example, a daemon is a system process that is
always running on the system.

A set of formal rules explaining how hardware and software on a network should
interact in order to transmit information. The default protocol for SunOS net-
works is TCP/IP.
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pseudo-device

RARP

Remote File Sharing Service

(RFS)

RFS domain

remote procedure call (RPC)

repeater

root user name

router

secondary master server
(DNS)

sector

server

SRI

standalone machine

subnet

subnet mask
subnet number

superblock

4

v

Software subsystems or drivers with no associated hardware.

Reverse Address Resolution Protocol is the reverse of ARP, that is, it maps Ether-
net addresses to its corresponding IP addresses.

A network service that provides file sharing and name-to-address mapping in the
environment of the RFS administrative domain.

A group of machines running RFS that use the resources of a single master RFS
name server.

A routine that enables communication between two remote programs.

A machine that indiscriminately transmits data from one segment of a network to
another (contrast with the definition for bridge).

SunOS user name that grants special privileges to the person who logs in with
that ID. If the user can supply the correct password for the root user name, he or
she is given superuser privileges for the particular machine.

A device that forwards information between two local area networks that run the
same network protocol.

A backup server that takes over for the primary master server should it become
overloaded or inoperable.

A segment of a disk track, which, on Sun systems, holds 512 bytes of data.

A machine that provides a network service, such as disk storage and file transfer,
or a program that handles such a service.

Stanford Research Institute, International, a not-for-profit organization that runs
the NIC. (See NIC.)

A workstation with its own disk and tape drives that does not rely on a server in
order to boot.

A networking scheme that divides a single logical network into smaller physical
networks to simplify routing.

See
The part of an Internet address that refers to a specific subnet.

A block on the disk that contains information about a file system, such as its
name, size in blocks, and so on. Each file system has its own superblock.
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superuser

symbolic link

TCP

TCP/IP

time-sharing system

track

UDP

virtual circuit

virtual memory

NIS

NIS domain

NIS maps

zones

4

A user with special privileges granted if he or she supplies the correct password
when logging in as root or using the su command. For example, only the
superuser can change the password file and edit major system administration files
in /etc.

A file that consists of a reference to the name of another file. The kernel
translates accesses to the symbolic link into accesses to the file it refers to.

Transmission Control Protocol, a major, reliable data transmitting protocol that is
part of the TCP/IP (Internet) protocol suite.

The protocol suite originally developed for the Intemnet; it is also called the
Internet Protocol suite. SunOS networks run on TCP/IP by default.

A Sun computer with terminals attached to its serial ports. The terminals rely on
the workstation for processing power as well as file service and disk storage.

A concentric ring on a disk that passes under a single stationary disk head as the
disk rotates.

User Datagram Protocol, a protocol at the same layer as TCP but without ack-
nowledgment of transmission, and therefore unreliable.

An apparent connection between processes that is facilitated by TCP. A virtual
circuit allows applications to talk to each other as if they had a physical circuit.

A memory management technique used by the operating system for programs

~ that require more space in memory than can be allotted to them. The kernel

moves only pages of the program currently needed into memory, while unneeded
pages remain on the disk.

A network service that provides information about machines and services in a
local area network.

A master set of NIS maps maintained on the NIS master server and distributed to
that server’s NIS slaves.

Database-like entities that maintain information about machines on a local area
network. Programs that are part of the NIS service query these maps.

Administrative boundaries within a network domain, often made up of one or
more sub-domains. (See Domain.)
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Who Should Read This Part

What Is in This Part

NOTE: Always read through an
entire section when doing any pro-
cedure for the first time. Never try to
leap ahead of the given instructions
unless you are absolutely certain of
your moves, and feel comfortable that
you can correct any mistakes you
make.

e

Part Two: System Administration
Procedures

This part contains important procedures and theoretical information for manag-
ing all types of Sun configurations. Many procedures are done on a regular basis.
However, the frequency with which you perform them, and whether you should
perform them at all, depends on your particular configuration.

Every Sun system administrator should be familiar with the procedures in this
part, regardless of their systems’ configuration type or level of expertise. Each
chapter states the type of configuration to which the procedure applies. In addi-
tion, if you are a new system administrator, you may want to refer back to the
tables in Chapter 1, which list where to find the basic information you need to
learn.

Part Two discusses the following:
o Booting up and shutting down the system.

o Performing file system maintenance, such as checking resource use, backing
up and restoring file systems, checking resource use, and setting up the disk
quota system.

o Setting up a local security scheme.

o Maintaining individual workstations, such as recovering from crashes, main-
taining a system log, and setting up accounting.

o Reconfiguring the kernel, including an annotated descnptlon of the GEN -
ERIC kemel configuration file for each Sun model. ' :

o  Maintaining disks with the format program.
o  Adding hardware: boards, printers, terminals, modems

o Administering printers and print servers.
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5.1. Changes to /boot
Prior to 4.x Releases

Booting Up and Shutting Down Y our
System

This chapter explains what happens during the booting process and during sys-
tem shutdown. This discussion is for advanced system administrators who need
to know the booting process in detail. The topics include:

o Powering up the machine from the monitor.

o  Booting up the system through the automatic boot process.

o  Using an altemnative boot procedure when automatic boot is interrupted.
o Understanding the init daemon and system initialization scripts.

o  Stopping the operating system in a safe fashion.

If you are a beginning administrator, try to get an overall understanding of the
automatic booting process. Pay close attention to the commands you use to:

o  Boot from various devices

o Abort the booting process

o Shut down the system in an orderly fashion
o Boot a client from a remote NFS file server

After you are more familiar with the system, review this chapter to leam booting
in greater depth.

For more information on booting, see the PROM User’ s Manual manual regard-
ing the boot PROM and EEPROM, and the man pages regarding programs the boot-
ing process uses, particularly boot(8s), installboot(8s), and init(8).

This section explains changes to the booting process made since Release 4.0.
You should read it if you are upgrading a system running a 3.x operating system
to Release 4.1. If your Sun computer is brand new with this release, you can skip
this section if you wish.

In previous releases booting a standalone workstation or a server from a local
disk was done through code in /boot, which knew how to access and interpret a
file system on that disk. For example, either of the two commands:

§
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5.2. Powering Up Self-Test
Procedures

@

would read the kemel file /vmunix from the root partition on a local disk,
which might be of type xy or sd.

Booting a client workstation over the network used code in /boot, which knew
how to send so-called ND requests over the network, and assumed that there was
a server for the client that understood how to turn ND requests into file transfers
over the network. For example, the command:

would read /vmunix from /pub.MC680x0 on the client’s ND server.

In the current release, the following important changes have been made to
/boot:

o  ND code was eliminated since servers no longer support ND operations.

o The program /boot now understands how to perform NFsS file operations
over the network to the client’s server.

o Note that the boot program for a client is now located in
/tftpboot /boot . sunx.sunos.osrel where x is 3, 3x, 4, or 4c, depending
on the client’s architecture.

The first step in the boot process occurs when you power up your Sun computer.
The CPU in the machine has a PROM containing a program generally known as the
monitor. The monitor controls the operation of the system before the SunOS ker-
nel takes control. The monitor and other aspects of booting, including the pro-
grammable EEPROM, are fully discussed in PROM User’s Manual.

The monitor runs a quick self-test procedure right after you first power on the
system. Briefly, the following may happen during selftest:

Critical errors are found. The screen remains dark.

Firmware checks for the existence of a keyboard. However, if the keyboard
cannot be found, the monitor checks the values set in the EEPROM, also on
the CPU board. If no EEPROM setting specifies where to receive input when
no keyboard is found, the monitor then defaults to the serial port.

Connect an ASCII terminal to the serial port. Configure the terminal for 7
bits, even parity, flow control enabled, 9600 baud. Then power on the
workstation again and look for messages on the terminal.

No errors are found. The monitor reports this to the screen. The system
then begins the automatic boot process.

sun Revision A of 27 March 1990

microsystems



Chapter 5 — Booting Up and Shutting Down Your System 69

5.3. The Automatic Boot
Process

Booting from a Local Disk

Note: By convention, the boot pro-
gram is called boot. In reality, you
can use any name for the boot pro-
gram as long as you tell
installboot about it.

Automatic Booting from Disk

The automatic boot process is initiated whenever self test completes without
error. You can also invoke automatic booting by doing the following:

o Type the b command at the monitor prompt (>)
o Runthe fastboot command from the shell (as superuser)

o Runthe reboot command from the shell (as superuser)

Upon power-up, you should see the following output:

When self testing completes or when the monitor receives a b command, it
immediately attempts to load the standalone boot file /boot from a default dev-
ice. It first tries to locate a Xylogics SMD disk controller, then a SCSI disk con-
troller, and finally tries to load /boot over the network.

This sequence of events is controlled by settings in the EEPROM. If you want,
you can program the EEPROM so that the monitor automatically tries to boot over
any device, or the network, skipping the SMD and SCSI stages.

Servers and standalones boot from a local disk by default. When the monitor
determines that it should load /boot from a disk, it does the following:

1. Itloads in a small executable called the bootblock code from a known loca-
tion on the disk. Bootblock code is found at the beginning of each file sys-
tem on each disk the machine can be booted from. (The root file system par-
tition sd0a or xy0a contain bootblock code, but other partitions can as
well.)

2. The bootblock code reads in /boot . The bootblock code knows which
blocks in that file system contain the code of /boot. This block list is
placed in the bootblock code by the installboot program, so that the
boot block code does not need to interpret the file system structure. As a
consequence, any time that you change /boot on that file system, you must
run installboot to reinstall the bootblock code. This is because the list
of blocks occupied by /boot typically change after each modification. For
more information, see the installboot(8s) man page.

3. Afteritisread in, /boot first checks to see what device it was read in from.
It then attempts to read the kemel file /vmunix from the same device.

The example 